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Speaker

* Emanuel Duss
= Bachelor Thesis @ HSR: «SAML Raider» Burp Extension in collaboration with Compass
» |T Security Analyst @ Compass Security since 2016

» Focus: Pentesting web apps, external/internal networks, mobile apps, hardening reviews, also
a course teacher

= | like Linux, shells, CLI, networks, protocols, lockpicking and generally when things break
» Bluetooth Low Energy: Research Topic 2019

* Online
» Twitter: @mindfuckup
» GitHub: https://github.com/mindfuckup
= Web: https://emanuelduss.ch

» Mail: emanuel.duss@gmail.com, emanuel.duss@compass-security.com
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Agenda

* Introduction to Bluetooth Low Energy (BLE)

¢3 Bluetooth

» BLE Security Mechanisms
= BLE Sniffing

» BLE Interaction

* BLE Man-in-the-Middle

= BLE Hijacking

I'll skip some stuff in this Beer-Talk

= Example BLE Attacks so | can finish in < 1h &©).

"BLE S
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Resources @ https://github.com/CompassSecurity

O CompassSecurity/Bluetooth Le x +

& c @ github.com/CompassSecurity/Bluetooth_Low_Energy_BLE_Beertalk

O ! Pull requests lssues Marketplace Explore

CompassSecurity / Bluetooth_Low_Energy_BLE_Beertalk

{yCode (U Issues 0 Pull requests 0 Actions Projects 0 Wiki

Na description, website, ar topics provided.

D) 6 commits ¥ 1bran

Branch: master ~ | | Mew pull request

@ mindfuckup Added logo

s o = Slides (full version!)
El lega.png 6 days ago

[E5 README.md e . LlnkS tO demo V|deOS

Bluetooth Low Enerqy BLE Beertalk . . .
Hetooth TOW Energy BEE Beetia = Links to this Beer-Talk video

] a = —_— - . — L] . —

T IER— = Links to software / hardware

Bluetooth Low Energy:
Protocol, Security & Attacks Check out the

GitHub repository!

» Example PCAPs

= Links to further resources
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Introduction to Bluetooth Low Energy




Bluetooth

» Short-range wireless communication system intended to replace cables

» Key Features: Robustness, low power consumption, low cost /
_ &3 Bluetooth

» Many features, many are optional
» Basic Rate (BR)

» 721.2 kbit/s Basic Rate (BR) & 2.1 Mbit/s Enhanced Data Rate (EBR)

= Up to 54 Mbit/s with 802.11 AMP

= Up to 100 meter distance Bluetooth

Core Specification

" Low Energy (LE) Standardized by V5.1

= Not compatible with BR/EBR Bluetooth SIG (Special |

» High-level protocols are reused Interest Group) 3

» Both forms include device discovery, connection establishment & connection mechanisms
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6 CHANGES FROM V3.0 + HS TO V4.0

Bluetooth Low Energy

6.1 NEW FEATURES

= Part Of BluetOOth 4.0 core SpeCiﬁCatiOn (2010) Several new features are introduced in version 4.0. The major areas of
. improvement are:
+ Low Energy Physical Layer
= | ow... + Low Energy Link Layer

+ Enhancements to HCI for Low Energy

= Lower C0mp|eXIty + Low Energy Direct Test Mode

= Lower power consumption / duty cycles * AES Encryption

+ Enhancements to L2CAP for Low Energy
= | ower cost + Enhancements to GAP for Low Energy
= Lower data rates (1 Mbit/s or 2 Mbit/s in BLE 5.0) "+ Altribute protocol (ATT)

+ Generic Attribute profile (GATT)

+ Security Manager (SM)

= But also up to 100 meter distance (400 m in BLE 5.0)

= Connectionless Model: Not necessarily a cable replacement Bluetooth 4.0 Core
(short-term connections, fast connection setup) Specification

= VVersions
= Version 4.2: More secure pairing
= Version 5.0: 2 MB/s, longer range, changes in advertising
= Version 5.1: GATT caching, changes in advertising
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BLE Devices

Wearables

i E

~ 'thaos communication = Y /e
e Munication camp l/ :

Monitoring

Coffee Machine @ Office
Bern (THX Ivano!)
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Showcase: UprightGo

* This gadget can be attached to your neck
" |t measures your posture and tells the phone via BLE
* The phone let's the device vibrate if your posture is bad

» Project Page: https://www.uprightpose.com
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https://www.uprightpose.com/

Bluetooth Low Energy Protocol Stack

# Frame 16: 52 bytes on wire (416 bits), 52 bytes captured (416 bits)
+~ Nordic BLE Sniffer
Board: 22@
b Header Version: 1, Packet counter: @

Length of packet: 28 These layers can
» Flags: Bx@1 .
Channel: 8 also be seenin
RS5I (dBm): © .
Event counter: 11 WWeShark @
ATT Delta time (ps end to start): @
[Delta time (ps start to start): 144]
~ Bluetooth Low Energy Link Layer
Access Address: Bxaf9a83d2
[Master Address: 5b:e3.cc:ea:83:81 (bb:e3d:cc:ea:83:81)]
[Slave Address: ca:4d:10:ba:09:73 (ca:4d:19:pa:09:73)]
LZCAP ¢+ Data Header: Bx1a02
[L2ZCAP Index: 18]
CRC: ©x000000
~ Bluetooth L2CAP Protocol
Length: 22
- CID: Attribute Protocol (@x0004)
Link Layer -~ Bluetooth Attribute Protocol
# Opcode: Read By Group Type Response (Bx11)
Length: 2@
= Attribute Data, Handle: @x@920, Group End Handle: @xTfff, UUID128: Unknown
¢ Handle: @x0920 (Unknown)
Group End Handle: GxTfff
UUID: 42234223422342234223422300022342
[UUID: GATT Primary Serwvice Declaration (@x2808)]
[Reguest in Frame: 15]

Physical Layer

compass-security.com



Physical Layer

= Qperates on the unlicensed 2.5 GHz ISM Band
= 40 times 2 MHz channels (2402 MHz to 2480 MHz)

= Access Scheme (Sharing the same medium)

» Frequency Division Multiple Access (FDMA)
= Time Division Multiple Access (TDMA)

(¢a1)

= Different frequencies on different time slots

compass-security.com



Physical Layer

Channel
= 3 Advertising Channels number e e T
= 37, 38, 39 PHY RF Center Channel Primary
Channel Frequency Index Advertising All others
= 37 Data Channels 0 2402 MHz 37 R
= 0to 36 1 2404 MHz 0 o
2 2406 MHz 1 .
11 2424 MHz 10 .
12 2426 MHz 38 °
13 2428 MHz 11 .
14 2430 MHz 12 °
38 2478 MHz 36 °
39 2480 MHz 39 .
Table 1.2: Mapping of PHY channel to physical channel index and channel type
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Link Layer

» Responsible for advertising, scanning, creating/maintaining connections

» Package format for LE Uncoded physical layer

Unigue address

for every
connection

010101... Actual Data

LSB

Preamble Access-Address | PDU CRC Constant Tone

Extension
(1or2octets) | (4 octets) (2-258 octets) | (3 octets) (16 to 160 )

Checusum for

Figure 2.1: Link Layer packet format for the LE Uncoded PHYs PDU

compass-security.com




Link Layer

= Conflict if multiple devices send on the same channel at the same time
» Frequency hopping to combat interference and fading

* One data packet per channel at a given time

» Channel Selection Algorithm (CSA #1)

* Frequency hopping scheme (sent in connection request)
= Channel Matrix: Which frequencies will be used? (e.g. use all 37 data channels)
» Hop Increment: Next channel = Channel + Hop Increment (mod 37)

» Hop Interval: Time between Hops

compass-security.com




Passive Scanning

Scanner

Advertiser

Scanner

Advertisement Advertisement
<€ =
< Advertisement Advertisement N
< Advertisement Advertisement 5
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Active Scanning
Scanner

Advertiser Scanner
Advertisement Advertisement
<€ =
< Advertisement Advertisement N
Advertisement Advertisement
<€ o
Scan Request
N
Scan Response Scan Response
<€ >
Advertisement Advertisement

compass-security.com




Packet: Scan Request

Mo. Time Source Destination Protocol Lengtk Comment Info
10498 365.649479 TexasIns 44:ee:30 Broadcast LE LL 45 ADV IND
16499 365. 751589 TexasIns 44:ee:30 Broadcast LE LL 45 ADY THND
10580 365. 756044 6d:89:e8:1e:29:ad TexasIns_44:ee:30 LE LL 8 SCAN _REQ

10581 365.7568082 TexasIns 44:ee:30 Broadcast LE LL 52 SCAN RSP

Frame 18500: 38 bytes on wire (304 bltﬁrﬂ 38 bytes captured (384 bits)
DLT: 157, Payload: nordic_ble {ND” -
v Nordic ELE Snlffer _ Fixed access address

for advertising packets
ype: SCAN_RE(Q, ChSel: #1, TxAdd: Random, RxAdd: Public)

.. ﬂﬂii = PDU Type. SCAN_RED (Bx3)
...8 .... = REU: B
..B. .... = Channel Selection Algorithm: #1
.. = Tx Address: Random
B... .. = Ex Address: Public
Lenath: 12

scanning Address: 6d:89:e8:1e:29:ad (6d:89:e8:1e:29:ad)
AdUEI"tlElI‘Ig Address: TexasIns_44:ee:30 (30:45:11:44:ee:30) Modern Bluetooth stacks

randomize the MAC address

Bluetooth MAC for privacy reasons (user
Address tracking)
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NRF Connect
App

Bluetooth LE Privacy

» Bluetooth LE Privacy exists since
Bluetooth 4.0

* Implemented to avoid user tracking

Bose headphones
can be controlled
via BLE

= Random MAC address is used

» Changes the MAC address at a time
Interval specified by the manufacturer

* |dentity Resolution Key (IRK) is exchanged
during pairing / bonding process

= Paired devices can convert random MAC
addresses back to real MAC address

Other information could be used for

user tracking like the device name.

compass-security.com

Jl = 0.00K/s © @ [N ® B0 X 95% W) 10:13

Devices STOP SCANNING

SCANNER BONDED ADVERTISER

No filter v

30:45:11:44:EE:30

NOT BONDED A-47dBm €104 ms

LE-Bose Burp is not Beef

53:D2:5B:D7:AE:32
NOT BONDED A-42dBm €547 ms

Al % 307B/s @ @ N © 30 R 94% E) 10:21

Devices STOP SCANNING
SCANNER BONDED ADVERTISER
No filter

UprightGO
30:45:11:44:EE:30

NOT BONDED

w
CONNECT ¢

A-42dBm © 1040 ms

LE-Bose Burp is not Beef

43:FB:5F:60:5F:74
NOT BONDED



Packet: Scan Response

No. Time Source Destination pmment  Info
10499 365.75H1589 TexasIns_44:ee:30 Broadcast BroadcaSt ADV_TND
10500 365.756044 6d:89:e8:1le:29:ad  peedaadRGmddy e 3 e SCAN_REQ
10581 365.7H6882 TexasIns_44:ee:30 Broadcast LE LL b2 SCAN_RSP

16562 365.757418 TexasIns_44:ee:30 smaye. LE LL 45 ADV_IND

Frame 185@1: 52 bytes on wire (416 bits), 52 bytes captured (416 bits)
DLT: 157, Payload: nordic_ble (Nordic BLE Sniffer)
¢ Nordic BLE Sniffer
~ Bluetocoth Low Energy Link Layer
Access Address: OxBeBObedt
= Packet Header: ©x1a@4 (PDU Type: SCAN_RSP, ChSel: #1, TxAdd: Public)

. @180 = PDU Type: SCAN_RSP (Bx4)
...8 .... = RFU: @
. = Channel 5Selection Algorithm: #1
. = Tx Address: Public
B... .... = Reserved: False
Length: 26

Advertising Address: TexasIns_44:ee:30 (30:45:11:44:ee:30)
= 5can Resppnse Data: Qad955707269676874474T05120a000a00020a00

= Device Name: UprightGO
Length: 1@
Type: Device MName (@x89)
Device Name: UprightGO

That’s how your phone knows

Yengtnics ange: 12.5 - 12.5 msec the name of your $GADGET

Type: Slave Connection Interval Range (B8x12)
Connection Interval Min: 1@ (12.5 msec)
Connection Interval Max: 18 ({12.5 msec)

= Tx Power Level

Length: 2

Type: Tx Power Level (0x@a)

Power Level (dBm): ©

CRC: 0x85a949

compass-security.com




Connection Establishement

Advertiser

Scanner

Slave

Advertiser

Advertisement
Advertisement <€
> Advertisement
€
Master . Slave
Connection Request 5
A master can establish Data q
multiple connections. Data
€

Connection Request

Data

compass-security.com

No advertisements are

sent anymore.




Packet: Connection Request

No. Time Source Destination Protocol Lengtt Comment Info
10656 407 .794530 TexasIns_44:ee:30 Broadcast LE LL 45 ADW_TND
10657 407 .906622 TexasIns_44:ee:30 Do L LE LL ] A0 THD
10658 407.907744 G6d:89:e8:1e:29:ad TexasIns 44.ee:30 LE LL Unicast NNECT REQ
168659 467 .9038525 Master_Oxaf9afc24 St a e pd— | E || pty PDU
10660 407 .947269 Master Gxaf9afcz4d Slave Bxaf9a%9ci4d LE LL i Fmpty PDU

Frame 10658: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
DLT: 157, Payload: nordic_ble (Nordic BLE Sniffer)
¢ Nordic BLE Sniffer
~ Bluetooth Low Energy Link Layer
Access Address: 0x3e89bedé
= Packet Header: @0x2245 (PDU Type: CONNECT_RE(Q, Ch3el: #1, TxAdd: Random, RxAdd: Public)

.. 9181 = PDU Type: CONNECT_REQ (©@x5)
...8 .... = RFU: 0O
0. = Channel Selection Algorithm: #1
s = Tx Address: Random
B... .... = Rx Address: Public
Length: 34

Initator Address: 6d:89:e8:1e:20:ad (6d:89:e8:1e:29:a8d)
Advertising Address: TexasIns_44:ee:30 (30:45:11:44:ee:38)

= Link Laver Data
IAccess Address: Bxaf0adc24 ] ACCGSS Addl’eSS
CRC Init: GOxdceebhf

Window S5ize: 3 (3.75 msec)

i Offsef- 1 (1 75 C
|Interua1: 39 (48.75 mseﬁ ] HOp Interval Frequency
atency: © ; ‘e
Lmeut Channel Map Hopping °
» IChannel Map: fEFFfffffif

.0 0111 = Hop: Scheme
0T, .... = oleep CIOCK AcCCUT3 HOp Increment g3
CRC: @xe91210
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Packet: Data (Empty)

Mo. Time Source Destination Protocol Lengtk Comment Info
10656 407 . 794530 TexasIns 44:ee:30 Broadcast LE LL 45 ADY TND
10657 407.906622 TexasIns 44:ee:30 Broadcast LE LL 45 ADV TIND
10658 407 .907744 Gd:89:e8:1e:29:ad TexasIns 44:ee:30 LE LL 60 CONNECT_REQ
10659 407.908525 Master Oxaf9adc2d slave Bxat9a9c24 LE LL 26 Empty PDU
10660 4087.947269 Master_Bxaf9a9c24 Slave_0BxafBa9c24 LE LL 26 Empty PDU
168661 407.947714 Slave_0Bxaf9a9cZ4d Master_Bxaf9a9c24 LE LL 26 Empty PDU

Frame 10659: 26 bytes on wire (208 bits), 26 bytes captured (208 bits)
DLT: 157, Payload: nordic_ble (Nordic BLE Sniffer)
» Nordic BLE Sniffer

Access Address is used for

. B0 1e:29:ad (6d:89:e8:1e:29:ad)] further communication.
[Slave Address: TexasInﬁ _ddiee30 (30:45:11:44:ee:30) ]
= Data Header: Bxeo0l
.01 = LLID: Continuation fragment of an L2CAP message, or an Empty PDU (@x1)
Next Expected Sequence Number: B
sequence Number: @ [OK]
More Data: False
RFU: @

=
(I I | I T 1

compass-security.com




Attribute Protocol (ATT)

» Peer-to-peer protocol between attribute server and attribute client

= The master is the ATT client

» The ATT client can send ATT commands, requests and confirmations

= The slave is the ATT server

» The ATT server can send ATT sends responses, notifications and indications

= Based on attributes

= Attribute Type (16 or 128 bit UUID)
» 16 bit handle

The handle is used to

= Length + Value address an attribute

compass-security.com




Attribute Protocol (ATT)
Master (ATT Client) Slave (ATT Server)

Request E. g. Read Request /
Read Response
Response
<€
Command > E. g. Write Command
Indication

€
Confirmation E. g. Handle Value Indication
=

Notification

E. g. Handle Value Notification

€

compass-security.com 26




Generic Attribute Profile (GATT) Profile
Service _;t;_r:i_(_:;a _____
* Functionality of the ATT server and | ndude | | include |
optionally the ATT client S S ,
Include | Incude |
» Hierarchy of services & characteristics S oaonaie I roa—
. . ] Properties i i Properties mi
= Interface for discovering, reading, Vil s T ;
writing and indicating services [ Beseriptor | | |...| | [ Descipior |
= Multiple services containing multiple | Desorptor | | Descriptor |
characteristics : "
Characteristic Characteristic |
* Think of a «web service» | Properties | | Properties | | |
= Profile / Service = Description | Vale | JE— B e
.. . ) ; Descriptor i i i Descriptor i i
= Characteristics = Webservice Endpoints | | | — ; | a : e
_____ Descriptor | [ Desciptor | | |

compass-security.com




GATT Services

= Collection of characteristics (think of «categories»)
= |dentified by a UUID (Standardised services: 16 bit; custom services: 128 bit)

» Standardised services: https://www.bluetooth.com/specifications/gatt/services

& C & nhttpsy//www.bluetooth.com/specifications/gatt/services/ 7w O @'B @ é?'a Q0 @ -

Home ~ Specifications ~ GATT Specifications v GATT Services Back to Top 4 )
Name Uniform Type Identifier Assigned Number Specification
Generic Access org.bluetooth.service.generic_access 0x1800 GSS
Alert Notification Service org.bluetooth.service.alert_notification 0ox18M GSS
Automation 1O org.bluetooth.service.automation_io 0x1815 GSS
Battery Service org.bluetooth.service. battery_service Ox180F GSS :
Binary Sensor GATT Service UUID 0x183B BSS E. g Battery SerVICe
Blood Pressure org.bluetooth.service.blood_pressure 0x1810 GSS
Body Composition org.bluetooth.service.body_compaosition 0x181B GSS
Bond Management Service org.bluetooth.service.bond_management OXI8IE GSS
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GATT Characteristics

= Actual data
» Read/Write/...
= |dentified by a UUID (Standardised characteristics: 16 bit; custom characteristics: 128 bit)

» Defined in the service specification

&« c & https://www.bluetooth.com/specifications/gatt/characteristics/ T o @'n & 0 @
Home Specifications ~ GATT Specifications v GATT Characteristics Back to Top 4
Battery Level org.bluetooth.characteristic.battery_leve Ox2A19 GSS
|
Battery Level State org.bluetooth.characteristic.battery_level_state Ox2A1B GSS E : g : Batte ry Leve
Battery Power State org.bluetooth.characteristic.battery_power_state Ox2A1A GSS
Blood Pressure Feature org.bluetooth.characteristic.blood_pressure_feature Ox2A49 GSS
Blood Pressure org.bluetooth.characteristic.blood_pressure_measurement Ox2A35 GSS

Measurerment

Body Composition org.bluetooth.characteristic.body_composition_feature Ox2A9B GSS
Feature
Body Composition org.bluetooth.characteristic.body_composition_measurement Ox2A9C GSS

Measurement

compass-security.com




BLE Security Mechanisms




BLE Security
= Security is optional!

» By default, there is no authentication & no encryption!
» Authentication & encryption is possible

= Authentication
» Used to ensure that the connection is established to the correct device

» Protects against active Man-in-the-Middle attacks

» Encryption
= Used to ensure that noone can read the transmitted data

= Protects against passive Man-in-the-Middle attacks AES-128 CCM
(Counter mode with CBC-MAC)

LSB
Preamble Access-Address | PDU CRC (E:Dt”S‘a_”t Tone

L Xiension !
(1 or 2 octets) (4 octets) (2-258 octets) (3 octets) (1610 160 ps) ,:
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Security Manager (SM)

» Defines pairing, authentication, encryption, key exchange/distribution, ...
= Security Manager Protocol (SMP): Peer-to-peer protocol used to generate encryption keys

» Custom Key Exchange Protocol (3 phases)

Established LL connection J

_ (Optional) Security Request
Pairing_Request

»| Phase 1

Pairing_Response

A

Pairing = Key Exchange

Pairing over SMP:
Legacy pairing or Secure Connections

—

Phase 2

[
Y

Mechanisms

R

Establishment of encrypted connection with key generated in phase 2

Key Distribution
Key Distribution
Key Distribution

Phase 3

A A
\
R

v A

Figure 2.1: LE pairing phases
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Pairing Phases

Initiator Responder
Connection Establishment N
< (Optional) Security Request
Phase 1 Pairing Request >
< Pairing Response

Pairing / Key Exchange

Phase 2 -[ I€ >
_[ |< (Optional) Key Distribution S Encrypted Link

Optional Phase 3
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Pairing Phases

* Phase 1
= Which key generation / pairing method is used?

* Phase 2
» Key Generation
» «LE Legacy Pairing»
= Both devices generate a Short Term Key (STK)
» Key generation method depends on the pairing method

» «LE Secure Connections»

» Long Term Key (LTK) Generation Since Bluetooth
_ 4.2 (2014)
* Phase 3 (Optional)

» Transport Specific Key Distribution

» Used for Bonding

compass-security.com




Pairing Phase 1: Pairing Feature Exchange

The devices tell each other which pairing features they support.

Capability Flags

No input

Yes / No
Keyboard

No output
Numeric output

No method to indicate yes or no

There is a method to indicate yes or no

There is a keyboard with the number 0 to 9 and a method to indicate yes or no
Not possible to display a 6 digit number

Possible to display a 6 digit number

OOB
Bonding
MITM

SC
KC

compass-security.com

Flag whether out-of-band authentication data is present or not
Flag whether long-term key should be saved for later use

Flag whether man-in-the-middle protection is requested or not (request Authenticated
security property for the legacy pairing STK / Secure Connection LTK)

Flag whether LE Secure Connections can be used

Keypress flag used for the Passkey Entry pairing method (generate keypress
notifications and send via SMP)




Pairing Phase 1: Pairing Method Selection

= Choose key generation method

LE Legacy Pairing LE Secure Connections
Initiator Initiator
OOB Set QOB Not Set | MITM Set MITM Not Set OOB Set OOB Not Set | MITM Set MITM Not Set
0O0B Set lUse QOB Check MITM Q0B Set Use QOB Use QOB
_5;_, QOB Not Set Check MITM Check MITM E 0O0B Not Set Use QOB Check MITM
=
5] Use Use =
o | MITM Set - . o Use Use
8 IO Capabiliies | 10 Capabilities 2 | MITM Set IO Capabilities | 10 Capabilities
o 1}
Use Use o
MITM Not Set —_— Use Use
10 Capabilities | Just Works MITM Not Set IO Capabiliies | Just Works

Table 2.6: Rules for using QOut-of-Band and MITM flags for LE legacy pairing

Table 2.7: Rules for using Qut-of-Band and MITM flags for LE Secure Connections pairing
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Pairing Phase 1: Pairing Method Selection

Initiator
Display Keyboard Nolnput Keyboard
Responder DisplayOnly | YesNo Only NoQutput Display
Passkey Passkey
Entry: Entry:
Disp Just Warks Just Works responder Just Works responder
D:"; y Unauthenti- Unauthenti- d'ﬁp'aﬁu -1 Unauthenti- c_ilspla_‘_n,rs, ini-
cated cated hator inputs cated fiator inputs
Authenti- Authenti-
cated cated
Passkey
Just Works EEIE';QF;::;
(For LE =
Pairing):
Legacy
Pairing) r{?spnnde_r :
Passkey displays, ini-
Unauthenti- | Entry: tiator inputs
) Just Works | cated responder JustWorks | authenti-
==l - displays, ini- -
YesNo Unauthenti- 1ISplays, Unauthenti- | cated
cated - tatorinputs | teqd -
Numeric Authenti- MNumeric
Comparison |  siad Comparison
(For LE (For LE
Secure Con- Secure Con-
nections) nections)
Authenti- Authenti-
cated cated

Table 2.8: Mapping of 1O capabilities to key generafion method

compass-security.com

Initiator
Display Keyboard Nolnput Keyboard
Responder DisplayOnly | YesNo Only NoQutput Display
FPasskey Passkey FPasskey FPasskey
Entry: initia- | Entry: initia- | Entry: initia- Entry: initia-
for displays, | tordisplays, | torand Just Works tor displays,
Keyboard responder responder responder Unauthenti. | respender
Only input inputs inputs inputs
inputs inpu p cated p
Authenti- Authenti- Authenti- Authenti-
cated cated cated cated
e . Just Warks Just Works Just Works Just Works Just Works
olnpu
; Unauthenti- | Unauthenti- | Unauthenti- | Unauthenti- | Unauthenti-
NoOQutput
cated cated cated cated cated
Passkey Passkey
Entry (For Entry (For
LE Legacy LE Legacy
Pairing): FPairing):
initiator dis- initiator dis-
Passkey plays, Passkey plays,
S responder , responder
Entry: initia- nputs Entry: nputs
Kevboard tor displays, P responder Just Works P
eyboar i- ; - i-
Disylﬁlﬂ'_'f' responder ?;ttgg . cisplays, 10\ | Unauthenti- ?:ttgg "
inputs tiatorinputs | Sted
Authenti- MNumeric Authenti- Numeric
cated Comparison | cated Comparison
(For LE (For LE
Secure Con- Secure Con-
nections) nections)
Authenti- Authenti-
cated cated

Table 2.8. Mapping of 10 capabilities to key generation method




Pairing Methods

= Just Works
= |t just works, no user interaction needed
= Unauthenticated!

= NO protection against active MITM

» Passkey Entry
» One device generates and displays a number between 000000
and 999999
» This number must be entered on the other device

Bluetooth pairing request

Enter PIN to pair with Project Zero
R2 (Try 0000 or 1234).

PIN
» Protects against active MITM (0.000001 succeeding probability)

PIN containing letters or
symbols

CANCEL

R R R e R S A T R w @
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Pairing Methods

» Out of Band
» Exchange of the key material out of band
» E.g. via NFC, QR Codes, ...
» Protects against active MITM if the
OOB mechanism is also MITM resistant

* Numeric Comparison
» Only for LE Secure Connections
» Both devices display the same agreed number that has to be
acknowledged on both devices
» Protects against active MITM

compass-security.com

Settings
BLUETOOTH ___——

-

Bluetooth pairing request

To pair with:
card10-ba0973

Make sure the other device is showing this key:
337883

Allow access to your contacts and call history

CANCEL PAIR




Pairing Phase 1: Example #1

» Frame 8: 37 bytes on wire (296 bits), 37 bytes captured (296 bits) Initiator
# Nordic BLE Sniffer
F
Pk

Bluetooth Low Energy Link Layer
Bluetooth L2CAP Protocol
Eluetunth ﬂecurlty Manager Protocol

|O Capability: Keyboard, Display
Boning Secure Connection; False

- Authﬂeq Bx@ﬁ HITH Flag, Bundlng Flags
Bee. .... = Reserved: Dxﬂ

«... B... = Secure Connection Flag: False MITM Flag True
«v.. .1.. = MITM Flag: True )
j I ng Flags: Bonding (0x1) Bondmg F|ag: True

YP ey
b Initiator Key Dlstrlbutlnn Bx@7, Signature Key (CSRK), Id Key (IRK), Encryption Key [LTK)
b Responder Key Distribution: 8x@7, Signature Key (CSRK), Id Key (IRK), Encryption Key (LTK)

Frame 18: 37 bytes on wire (296 bits), 37 bytes captured (296 bit
Nordic BLE Sniffer

Bluetooth Low Energy Link Layer
Bluetooth L2CAP Protocol
Eluetﬂnth decurlfy Manager Protocol

Responder

W W W

Bundlng Flagﬁ
Reserved: 0Ox@

- Authﬂeq Exﬂi
pee.

Bonding |O Capability: No Input, No Output

Secure Connection: False
MITM Flag: False
Bonding Flag: True

-

Secure Connection Flag: False
MITM Flag: False
Bonding Flags: Bonding (©x1)

# Initiator Key Distributinn: Bx@6, Signature Key (CSRK), Id Key (IRK)
Responder Key Distribution: 8x03, Id Key (IRK), Encryption Key (LTK)
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Pairing Phase 1: Example #1

Table 2.6: Rules for using Out-of-Band and MITM flags ml LE fegacy pairing I

Initiator
QOB Set QOB Not Set | MITM Set MITM Not Set
0OB Set Use OOB Check MITM
"§- OOB Not Set | Check MITM | Check MITM
se se
% MITM Set IO Capabilities | 10 Capabilities
o
IJse IJse
e IO Capabilities | Just Works

compass-security.com

Generation Method:

Selected Key

Just Works

Initiator
Display Keyboard MNolnput Keyboard
Responder DisplayOnly § YesNo Cnly NoOutput Display
Passkey Passkey Passkey Passkey
Entry: initia- § Entry: initia- § Entry: initia- Entry: initia-
tor displays, § tor displays, § tor and Just Warks tor displays,
Keyboard responder responder responder Unauthenti- | responder
Only i : i i
inputs inputs inputs cated inputs
Authenti- Authenti- Authenti- Authenti-
cated cated cated cated
Nol i Just Works Just Works Just Works Just Waorks Just Works
olnpu
NoO Etp ut Unauthenti- § Unauthenti- Unauthenti- Unauthenti- Unauthenti-
cated cated cated cated cated
Passkey FPasskey
Entry (For Entry (For
LE Legacy LE Legacy
Pairing): Pairing):
initiator dis- initiator dis-
plays, plays,
Passkey Passkey
Entry: initia- _resptonder Entry: _re sp;]nd ol
Kevboard tor displays, Inputs responder Just Waorks INPULS
eybhoar Authenti- i ini- i Authenti-
Display res'jp:;nder cated ?lstpla.}rs,ﬁ | Unauthenti- cated
inp iator inputs | ~aiaq
Authenti- Mumeric Authenti- Mumeric
cated Comparison || cated Comparison
(For LE (For LE
Secure Con- Secure Con-
nections) nections)
Authenti- Authenti-
cated cated

Table 2.8. Mapping of IO capabilities fo key generation method




Pairing Phase 1: Example #1

R 0.00K/s @ © 3 N 65% W) 17:02

In fact, our machine
does not require any

pairing at all ®).

Espresso

-

W

2 x Ristretto 2 x Espresso

. Unauthenticated
W 1 OxcOffee!

L 7

2 x Coffee "><5>${5"5}%0d%0a; id’
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Pairing Phase 1. Example #2

fi|Am}y3:jSMay:H5r“_thHJ}

No. Time Source Destination Protocol Length Comment Info
1 0.0ep808 oo Sbusot oo DiLa O A A e REU s
2 B.318635 Slave Bxat9a83d2 Master_ @xaf9a83d2 SMP 3z Rcwd Security Request: AuthReg: Bonding, SecureConnection I
3 0.876730 : P BT G VETLET W= 25 T Iy P T T

Frame 2: 32 bytes on wire (256 bits), 32 bytes captured (256 bits)

¢ Nordic BLE Sniffer i

= Bluetooth Low Energy Link Layer ESEE(:LJrIt>/ F263(1L16355t
Access Address: @xaTf9agad2 . .
[Master Address: GSb:e3:cc:ea:B3:81 (bGb:ed:cc:iea:B83:81)] 9 DeV|Ce needS pa|r|ng

[Slave Address: ca:4d:10:ba:09:73 (ca:d4d:10:ba:89:73)]
¢ Data Header: Ox0GOG6
[LZCAP Index: @]
CRC: oxbogoon
¢ Bluetooth L2CAP Protocol
= Bluetooth Security Manager Protocol
Opcode: Security Request ([@x@b)
= AuthReq: @x09, Secure Connection Flag, Bonding Flags: Bonding
pee. ... Reserved: 0x@
Y Keypress Flag: False
A Secure Connection Flag: True
B MITM Flag: False
.81 = Boending Flags: Bonding (@x1)
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Pairing Phase 1. Example #2

Frame 128: 37 bytes on wire (296 bits), 37 bytes captured (296 bits) IIWItIEit()r
Nordic BLE Sniffer

Bluetooth Low Energy Link Layer
Bluetooth L2CAP Protocol
Bluetooth decurlry Manager Protocol

- T w w

orresht (0x60) |O Capability: Keyboard, Display

v AfHiRe00x2d,secure Lonnas 1ag, Bonding Flags: Bonding Secure Connection: True
7307 Z sotre Connection Flag: True MITM Flag: True
.1.. = MITM Flag: T .
01 = Bundingaglag;?eﬂunding (0x1) Bondlng Flag: True

Mz ROy olce. 10

X EnCTypC Lo
b Initiator Key Distributionm: 8x@f, Link Key, Signature Key (CSRK), Id Key (IRK), Encryption Key ([LTK)
b Responder Key Distributiom: 8x@f, Link Key, Signature Key (CSREK), Id Key (IREK), Encryption Key (LTK)

Frame 122: 37 bytes on wire (296 bits), 37 bytes captured (296 bits)
Nordic BLE Sniffer

Bluetooth Low Energy Link Layer
Bluetooth L2CAP Protocol

Bluetooth ﬁecurlty Manager Prutuc&l

Responder

- v v w

Present {Bxﬂﬂ]
Flags: Bonding

Reserved: 0x@
Keypress Flag: False
Secure Connection Flag: True
MITM Flag: False

Bonding Flags: Bunding {Bx1)

|O Capability: Display Yes/No
Secure Connection: True
MITM Flag: False
! Responder Key Distribution: oz Encryption Key (LTK) Bonding Flag: True
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Pairing Phase 1.:

Example #2

Initiator
OOB Set OO0B Not Set | MITM Set MITM Not Set
OOB Set Use OOB Use QOB
5 | OOB Not Set | Use OOB Check MITM
=]
=
o Use Use
ﬁ MITM Set 10 Capabilities | 10 Capabilities
o
Use Use
b IO Capabilities | Just Works

Table 2.7: Rules for using Out-of-Band and MITM flags fDrILE Secure Connections pairing I

Selected:

Numeric Comparison

compass-security.com

Table 2.8: Mapping of 10 capabilities to key generation method

Initiator
Display Keyboard Nolnput Keyboard
Responder DisplayOnly | YesNo Only NoOQutput Display
Passkey Passkey
Entry: Entry:

Disol Just Works Just Works responder Just Works responder
ispla ; - F -
Onll; y Unauthenti- | Unauthenti- | dISPIays, ini- | nq thenti- | displays, ini-
cated cated tiator inputs cated tiator inputs

Authenti- Authenti-
cated cated
Passkey
Entry (For
Just Works
(For LE SEert
Pairing):
Legacy
Pairing) rgsponde_r :
_ Passkey displays, ini-
Unauthenti- | Entry: tiator inputs
Display Just Works | cated responder | JustWorks | Aythenti-
YesNo Unauthenti- displays, ini- | ypaythenti- [ cated
cated -
Numeric
LE Secure Comparison
. (For LE
Connections Secure Con-
nections)
Authenti- Authenti-
cated cated




Pairing Phase 1: Example #2

L

» Emanuel Duss o

Bluetooth pairing request Conf”“m on both imete.  @mindfuckup
To pair with: . . '
Seri10:5a0975 devices that the You can use this nRF Connect macro to let other's
Malke siwe the other device s showbig this kex: kev is sh I #card10 @card10badge badges vibrate and turn on all
337883 Same Key IS shown: LEDs via Bluetooth LE:

Allow access to your contacts and call history gist.github.com/mindfuckup/7d5... (you have to enable

maximum MTU for the top LED rainbow). ‘&
CANCEL PAIR #CCCamp19 #CCCamp2019

Devices DISCONNECT }

CARD10-BAD973 o

BONDED ADVERTISER CA4DI0BA09TI

,____,( S=—=—=2 CONNECTED

o
Sl a”

+ Generic Attribute
ox1801

CLIENT SERVER

Generic Access
0x1800

Device Information
0x180A

Implementation may
be incomplete

9:47 PM - Aug 24, 2019 . Twitter Web App
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Pairing Phase 2: Key Generation
LE Legacy Pairing
= Temporary Key (TK) — Short Term Key (STK) — Long Term Key (LTK) — Session Key (SK)

= TK is generated from the selected key exchange method The arrows «—s» mean

= Just Works: TK =0 «some cryptographic algorithm
defined in the spec».

» Passcode Entry: TK = Entered PIN (000000-999999)
= Out of Band: TK = OOB Exchanged Key (128 bits)

LE Secure Connections

* No Temporary Keys (TK) or Short Term Key (STK)
» Long Term Key (LTK) generated using Elliptic Curve Diffie-Hellman (ECDH)

* Long Term Key (LTK) — Session Key (SK)
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Key Cracking

LE Legacy Pairing is easy to crack:

» Just Works
» TK is always 0 - Always the same static key ‘

» Passkey Entry: 6 digits = 1°000°000 possibilities ,
» Provides 20 bits of security (log2(1000000) = 20) - Can be cracked immediately ‘

» Out of Band
» Depends on the generated key - this can be strong! '

LE Secure Connections cannot be cracked:

= Elliptic Curve Diffie-Hellman (ECDH) key exchange is used. '
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Phase 3: Bonding / Transport Specific Key Distribution

» Bonding is the exchange of a Long Term Key (LTK) after pairing

= No pairing is required for the next session

= Exchanged in Pairing Phase 3

= Creates relationship and permanent security between two devices

= Link key as an identifier

= Link key stored on both devices 300 O P 0
= Link key used for further authentication ¢  Previously connected.. Q& @
» Long Term Key (LTK) stored on both devices
p 4 TT214H BlueFrog <
The bonded devices can be % card10-ba0973 o
seen in Android in the
Bluetooth menu
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BLE Sniffing




BLE Sniffing

» Blackbox Approach: Capture the packets in the air
= Ubertooth
= Adafruit Bluefruit LE Sniffer
= Micro:Bit / BtleJack

= Whitebox Approach: Sniff directly on the used BLE interface
= Android HCI Snoop Log

» Linux HCI Snoop Log
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BtleJack

» Bluetooth LE Swiss-Army Knife Software by Damien Cauquil
» Firmware for various devices: BBC Micro:Bit, Adafruit Bluefruit LE sniffer, nRF51822 Eval Kit
* Micro:Bit is an OpenSource ARM Hardware created for teaching programming

= |t has an Nordic nRF51822 chip - Bluetooth Low Energy
» Features: Sniffing, Jamming, Hijacking

= Supports multiple devices to sniff all 3 advertisement channels =

> ©
C 10:2axFPMB0138 | ©
FC 2. Thres i t @ 3
3 . ,-.l- i A‘. = 8
 PROCESSOR &
INS
A3

» Respects the channel map

The way to go! §
= More reliable than Adafruit Bluefruit LE Sniffer

N"‘\.

. e,
~d

Q blt
O ':?:'
|I||||-

= ‘< Acc NELEROMETER

» Project Page: https://github.com/virtualabs/btlejack
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https://github.com/virtualabs/btlejack

Demo Time: Sniffing New Connection

BtleJack

Micro:Bit
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PCAP Analysis

No. Time Source Destination Protocol | Length | Walue Info
394 44.824232 Slave_0x50657412 Master_ex50657412 ATT 39 8908 Rcvd Handle Value Notification, Handle: @x@84b (Unknown: Unknown)
395 45.330332 Slave_0x50657412 Master_@x50657412 ATT 39 5dea Rcvd Handle Value Notification, Handle: @x804b (Unknown: Unknown)
396 45.432084 Slave Ox50657412 Master_ @x50657412 ATT 35 4bea Rcvd Handle Value Notification, Handle: @x@804b (Unknown: Unknown)
397 45.938163 Slave_0x50657412 Master_0x50657412 ATT 39 7608 Rcvd Handle Value Notification, Handle: @x@84b (Unknown: Unknown)
398 46.839331 Slave_0x50657412 Master_@x50657412 ATT 39 9168 Rcvd Handle Value Notification, Handle: @x@84b (Unknown: Unknown)
399 46.4646395 Slave 0Ox50657412 Master @x50657412 ATT 39 a3ea Rcvd Handle Value Notification. Handle: @x@84b (Unknown: Unknown)

+ Frame 396: 35 bytes on wire (280 bits),
+ Mordic BLE Sniffer
+ Bluetooth Low Energy Link Layer
+| Bluetooth L2CAP Protocol
@ Bluetooth Attribute Protocol
- Opcode: Handle Value Notification (0xlb)
@... .... = Authentication Signature:
oltloa caoa Command: False
..01 1611 = Method: Handle Value Notification (@x1b)
-/ Handle: 8x004b (Unknown: Unknown)
[Service UUID: Unknown (Bxaac)]
UUID: Unknown (@xaaca)]
Value: 4b@o

35 bytes captured (280 bits)

False

Notification for

device angle
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PCAP Analysis

Mo. Time Source Destination Protocol | Length |Info
428 53.723458 Slave_ 0x50657412 Master_0x50657412 ATT 38 Rcvd Read Response, Handle: 8x8016 (Device Information: Firmware Revision String)
421 56.309847 Master_ @x50657412 Slave Bx50657412 ATT 36 Sent Write Request, Handle: @x8028 (Unknown: Unknown)
422 56.344767 Slave DxbBGE57412 Master_@x50657412 ATT 31 Rcvd Write Response, Handle: @x0028 (Unknown: Unknown)
423 BR_ 411027 Master Ax5ARRTA1Z Slave Ox5RARRTA1Z ATT 33 Sent Read Renuest. Handle: @x0A16 (Device Tnformation: Firmware Revision Strinm)

+| Frame 421: 36 bytes on wire (288 bits), 36 bytes captured (288 bits)

+| Nordic BLE Sniffer
+ Bluetooth Low Energy Link Layer
+| Bluetooth LZCAP Protocol
B Bluetooth Attribute Protocol
-] Opcode: Write Request (@x12)
B... .... = Authentication Signature: False
d — Command- E::'I'E
..01 G010 = Method: Write Request (0x12)
-] Handle: @x@028 (Unknown: Unknown)
[Service UUID: Unknown (B8xaaad)] 1
[UUID: Unknown (@xaaab)] erte RequeSt
Value: 030001

Change Vibration Mode:
» Handle: 0x0028

B o e e

= VValue: 0x030001

= UUID: Oxaaab
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Encrypted Connections

» Crackle brute forces the TK used during BLE Legacy Pairing

= 6 digit PIN (Pinentry Pairing) or 000000 (JustWorks Pairing) is used as a TK (added to 128 Bits)
= Easy to brute force

» Pairing handshake must be captured

» BtleJack's Il_phdr format is supported

» Project Page: https://github.com/mikeryan/crackle

D CRACKLE

compass-security.com


https://github.com/mikeryan/crackle

Demo Time: Sniffing Existing Connection

‘ =

BtleJack

Micro:Bit

Device
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emanuel@chaos




Android Bluetooth HCI Snoop Log

1:25 i € 8

<  Developer options Q

Toggle the

Bluetooth adapter

1:39 M 3 i € @

E— Devices CONNECT ¢

@ Memory
Avg 2.0 GB of 3.7 GB memory used

TT214H BLUEFROG
BONDED  ADVERTISER ;218 BLUEFROG X

Take bug report

DISCONNECTED

IENT ERVER
BONDED (e °

Start device T
interaction UUID: 0x1800

PRIMARY SERVICE

Desktop backup password

en't currently protected
Enable Bluetooth

UUID: Ox2A00

HCI snoop log

— while charging . Properties: READ, WRITE
Value: hacked

Enable Bluetooth HCI snoop log HCI| = Host UUID: 0x2A01

Capture all Bluetooth HCI packets in a . Properties: READ

file (Toggle Bluetooth after changing ContrO”eI’ |nterface : heral Pre

this setting) UUID: 0x2A04
Properties: READ
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Android Bluetooth Snoop Log

# adb shell su -c cat /data/misc/bluetooth/logs/btsnoop _hci.log > btsnoop_hci.log
# file btsnoop hci.log

btsnoop hci.log: BTSnoop version 1, HCI UART (H4) | ocation for Pixel 3
Android 9

No. Time Source Destination Protocol Lengtt Comment |Info
553 23.320193 Google_lc:cc:92 (Pixel 3) ca:4d:10:ba:09:73 (cardl@-ba@973) SMP 26 Sent Pairing DHKey Check
554 23.335610 controlle host HCI_EVT 8 Rcwd Number of Completed Packets
555 23.447688 ca:dd:10:ba:09:73 (cardl@-bada73 Google dc:cc:92 (Pixel 3 SMP 2 Rcyvd Pairing DHEey Check

. controller HCI_CMD 2 LE Start Encryption
557 23.449112 controller host HCI_EVT 7 Command Status (LE Start Encryption)
558 23.492703 controller host HCI_EVT 7 Encryption Change
5589 23.493329 Google_1c:cc:92 (Pixel 3) ca:4d:10:ba:@9:73 (cardlf-bal@d73) SMP 26 Identity Information
560 23.493648 Google_1c:cc:92 (Pixel 3) ca:4d:108:ba:089:73 (cardl@-bab973) SMP 17 Tdentity Address Information
Bfq 23 003756 host controller HCT _CMO A3 Sent LE Add Dewvice to Pecolying 1ist
L]
Frame 556: 32 bytes on wire (256 bits), 32 bytes captured (256 bits)
Bluetooth

Bluetooth HCI H4
Bluetooth HCI Command - LE Start Encryption
¢ Command Opcode: LE Start Encryption (@x2019)
Parameter Total Length: 28
Connection Handle: @xQ0082
Random Number: QQQ0200020000CC0
Encrypted Diversifier: 0x@000

Ijggﬂdl'ﬁgmiﬁtaﬁa:ﬁ?gggt]:c?fé]cErfﬁiﬁchQEiafB?icﬁfE Read Encrypted Data’
e.g. Long Term Key

i >

Encrypted Link

[Command-Pending Delta: 8.774ms]
(Response in frame: 558)
[Command-Response Delta: 44,365ms)
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BLE Interaction




Android App Al & RO 3 R 70% M1 16:23

SCAN

= NnRF Connect for Mobile

SCANNER BONDED ADVERTISER

nRF Connect for Mobile

Nordic Semiconductor ASA  Tools wkkdh 1350 2

No filter

PEGI 3

oy
[ Add to wishlist install 20:7C:1C:0C:15:4A
- NOT BONDED -
30:45:11:44:EE:30
NOT BONDED
oy
Download App 29:FD:FE:79:CC:F9
NOT BONDED
Scan for BLE devices LE-Rainbow Train
04:52:C7:F4:55:.CE

BONDED

compass-security.com



Android App

NG 2 R70% @) 16:23 SRIT %R

SRIT2R70

Unknown

Known

Known and unknown

Services

CO D
NOT BONDE

Generic Access
UUID: Ox1800
PRIMARY SERVICE

Generic Attribute
JuUID: 0x1801
PRIMARY SERVICE

Device Information
UUID: Ox180A
PRIMARY SERVICE

Unknown Service
UUID: 0000aaa0-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Service
JUID: 0000aab0-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Service
JUID: 0000aac0-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Service
JUID: 0000aae0-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Service
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Characteristics

CcO v -
NOT BONDED

Generic Access
JUID: 0x1800
PRIMARY SERVICE

Device Name 3
LJUID: 0x2A00
Properties: READ, WRITE, WRITE NO RESFONSE

Appearance 3
UUID: 0x2A01
Properties: READ

Peripheral Privacy Flag 3
UUID: 0x2A02
Properties: READ, WRITE

Reconnection Address 1
UUID: 0x2A03
Properties: WRITE

Peripheral Preferred Connection Parameters X
UUID: 0x2A04
Properties: READ

Generic Attribute
JUID: 0x1801
PRIMARY SERVICE

Device Information
LD NxT180A

Characteristics

NOT BONDED

Unknown Service
JUID: 0000aac0-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic LA &
UUID: 0000aac1-0000-1000-8000-00805f9b34fb
Properties: READ, WRITE

Unknown Characteristic LA 3
JUID: 0000aac2-0000-1000-8000-00805f9b34fb
Properties: READ, WRITE

Unknown Characteristic 3
UUID: 0000aac3-0000-1000-8000-00805f90b34fb
Properties: INDICATE, READ

Descriptors:

Client Characteristic Configuration

UUID: 0x2902

|

€

Unknown Characteristic 3
UUID: 0000aac4-0000-1000-8000-00805f9b34fb
Properties: NOTIFY, READ

Descriptors:

Client Characteristic Configuration

UUID: 0x2902

|«

Unknown Characteristic
UUID: 0000aac5-0000-1000-8000-00805f9b34fb
Properties: READ




Android App

= @ RN © 3 R 65% M 17:20

Devices DISCONNECT }

UPRIGHTGO
BONDED ADVERTISER 30:45:11:44:EE-30 X

CONNECTED

RS CLIENT  SERVER @

Unknown Service
JUID: 0000aab0-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic 1
JUID: 0000aab1-0000-1000-8000-00805f9h34fb
Properties: WRITE
Value: (0x) 01

Unknown Characteristic
JUID: 0000aab2-0000-1000-8000-00805F
Properties: INDICATE, READ
Descriptors:

Client Characteristic Configuration ¥
UUID: 0x2902
Unknown Characteristic 3 1t

JUID: 0000aab3-0000-1000-8000-00805f9b34fb

Properties: INDICATE, READ

Descriptors:

Client Characteristic Configuration 4
UUID: 0x2902

Unknown Service
JUID: 0000aac0-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic e
JUID: 0000aac1-0000-1000-8000-00805f9b34fb

r= Y-SR o
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Write value

0x 01

ADD VALUE

Write the value

Advanced

CANCEL SEND

e

Gruezi

et onal

BN B BN B NN BN B S .




Demo Time: Device Interaction

Wireshark +

Device

NRF Connect App
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CD . "W 000K/s @

Devices
SCANNER BONDED ADVERTISER

No filter

N/A
00:70:.D2:5A:64:58
NOT BONDLED

N/A
/50737589 LD
NOT BONDLED

UprightGO
3045 11441130
NOT BONDIED

O ARG ™ 111 32

SCAN i

CONNECT

e

> aa;‘;\



BLE Man-in-the-Middle




BLE Man-in-the-Middle

Master

Slave Attacker
. Advertisement | Advertisement )9 ©
Connect
Read all Services & Characteristics
<€ >
Clone Services & Characteristics C Link
. o
l Advertisement
Connect

Data... j
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BLE Man-in-the-Middle

Master

Slave Attacker
R t o O

eques )|

Relay

€
Request
€
Response
1
Optionally Modify C

Relay

>
Response
P
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MITM Software

» GATTacker by Slawomir Jasek
» Project Page: https://github.com/securing/gattacker

3 GATTacker

OUTSMART THE THINGS

» Console tools to perform the attacks

= Writing hooks for manipulating the traffic

» BtleJuice by Econocom Digital Security
» Project Page: htips://github.com/DigitalSecurity/btlejuice

» Webinterface to perform the attacks

= Both tools work in the same way:
» 2 VMs: Master (central) and Slave (peripheral) with each one Bluetooth adapter
» VM 1 (Master): Central connects to peripheral
» VM 2: Websocket to VM 1 and clone/advertise the same GATT services
= Sniff, intercept and modify, replay

| Invested a lot of work and time

* Downsides In getting the tools to work. It was

= Complex setup, they don’t work properly, no pairing support not worth the time ®
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Feature Requirements for active MITM Protection

Initiator
Display Keyboard Nolnput Keyboard
Responder DisplayOnly | YesNo Only NoQutput Display
Passkey Passkey
Entry: Entry:

Disp Just Warks Just Works responder Just Works responder
IS a - - - - - .
Dnli:r y Unauthenti- Unauthenti- d'ﬁp'aﬁu - ¥ Unauthenti- c_ilspla_‘_n,rs, L=

cated cated hator inputs cated fiator inputs
Authenti- Authenti-
cated cated
Passkey
Just Works EEIE‘; (g::)r
(For LE gacy
Legacy
P Passkey Ca
Unauthenti- Entry: A
Dicol Just Works | cated responder J C DOald
Ispray : displays, ini-
YesNo Unauthenti- tiatgri}rft e Un
cated . P cated -
Numenc_ Authenti- Numerlg
Comparison [ oiaq Comparison
(For LE (For LE
Secure Con- Secure Con-
nections) nections)
Authenti- Authenti-
cated cated

Table 2.8: Mapping of 1O capabilities to key generafion method

compass-security.com

Initiator
Display Keyboard Nolnput Keyboard
Responder DisplayOnly | YesNo Only NoQutput Display
FPasskey Passkey Passkey FPasskey
Entry: initia- | Entry: initia- | Entry: initia- Entry: initia-
tor displays, | tor displays, | torand Just Works tor displays,
Keyboard responder responder responder Unauthenti. | respender
Only - - : :
inputs inputs inputs cated inputs
Authenti- Authenti- Authenti- Authenti-
cated cated cated cated
e . Just Warks Just Works Just Works Just Works Just Works
NESE:;M Unauthenti- | Unauthenti- | Unauthenti- | Unauthenti- | Unauthenti-
cated cated cated cated cated
Passkey Passkey
Entry (For Entry (For
ol a 2Y=Ye LE Legacy LE Legacy
Pairing): Pairing):
D/OR a o N|3 initiator dis- initiator dis-
T Passkey B
_ responder , responder
Hy- Tia- inputs ELLE inputs
ST tor displays, _ rgsponde_r _ Just Works _
Display e cates | popiays i | Unauthents- |
puts tiatorinputs I Sted
Authenti- Mumeric Authenti- Numeric
cated Comparison | cated Comparison
(For LE (For LE
Secure Con- Secure Con-
nections) nections)
Authenti- Authenti-
cated cated

Table 2.8. Mapping of 10 capabilities to key generation method




Which Pairing Methods are Secure?

» Use pairing methods which use strong key generation mechanisms and support authentication!

Security Type Pairing Method Passive Sniffing

No Pairing FAIL FAIL
LE Legacy Pairing Just Works FAIL FAIL
LE Legacy Pairing Passkey Entry FAIL PASS
LE Legacy Pairing Out-of-Band PASS PASS
LE Secure Connection Just Works PASS FAIL
LE Secure Connection Passkey Entry PASS PASS
LE Secure Connection Out-of-Band PASS PASS
LE Secure Connection Numeric Comparison PASS PASS
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BLE Hijacking




BLE Hijacking

Master Slave Attacker

e Listens to determine A

frequency hopping
> pattern.

Data / Keep Alive

Data / Keep Alive

Data / Keep Alive

1 Jamming on same frequency

Data: Communication Hijacked!

compass-security.com



Demo Time: Hijacking

BtleJack

Micro:Bit

Device
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SHA2017 — Hack-a-ble

» General BLE security talk by Tal Melamed

» Example: Man-in-the Middle of a fithess watch

roject - licensed to Erez Metula [single user license]

ner | wiruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project optons | User optons | asens

40:35156:53 o) "'To0%' K L 3

https://media.ccc.de/v/ISHA2017-230-hack-a-ble
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35¢c3 — Internet of Dongs

» Sex toy research that also covers BLE by Werner Schober

* No pairing at all (= no authentication): Let other’s sex toys vibrate

Unauthenticated Bluetooth LE Connections

Android/iOS App just throws commands into the air
If a device is nearby is starts to vibrate
Easily exploitable:
Sniff real traffic
Repeat traffic

https://media.ccc.de/v/35¢c3-9523-internet_of dongs
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CCCamp2019 — Taking Bluetooth lockpicking to the next level

» BLE SmartLocks Lockpicking talk by Ray and mh

Enjoy the View

ANBOUD PWNED

. No pairing, lock
-~ Bluetooth Attribute Protocol

» Opcode: Write Request (0x12) code transmitted

» Handle: 0x0029 (Unknown: Unknown) .
Value: 55410027dbes In cleartext

e HEX 0x027dB = 010203 decimal
e That's the code | set on the lock No pairing, code
e Original app can now be used transmitted in clear

In custom protocol

cccamp 2018 - Zehdenick, Germany

to open lock with sniffed code

cccamp 2019 - Zehdenick, Germany  Ca

1Z 14 of 16 locks vulnerable

Ve

. @
14/16 other analyzed NOKE AES VULN il

e Rose & Ramsey at DefCon 24 (2016) locks had BLE vulns.
e 12 of 16 tested locks had simple BLE
vulnerabilities

e Only two of the padlocks remained unbroken No pairing,

e Secret is transmitted using individual
AES session keys

e But session keys are created in a
“secret handshake” using a hardcoded
AES key

e One of those we opened with a magnet, hardcoded AES Key _ & ST B O
like its predecessor, ...

https://media.ccc.de/v/(Camp2019-10241-taking bluetooth lockpicking to the next level
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Implementation Bugs

» There are several implementation bugs
» Example: BlueFrag vulnerability (CVE-2020-022) discovered by Jan Ruge

» RCE on all Android phones (version 8-9) when Bluetooth is just enabled

SECURE MOBILE NETWORKING

~(®) ERNW

CVE-2020-0022 Disclosure

o Disclosed on Nov 3, 2019
o Patch on Feb 3, 2020 (Full 90 Days!)
Some devices only receive quarterly updates
Too many devices receive no patch at all
»  Automotive ?

= nsource Q,  ENGLISH = SIGNIN
CVE References Type Severity  Updated AOSP versions
CVE-20200022  A-143894715 DoS Moderate 10

RCE Critical 80,819

https://media.ccc.de/v/IDiVOC-7-no poc no fix a sad story about bluetooth security
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Bluetooth Low Energy 5

= Version 5 released in 2016, Version 5.1 and 5.2 released in 2019
» Features: better speed, better range, improved coexistence

* In 2019: No BLE 5 products available in markets
= Researcher has to build own BLE 5 devices in order to hack it

Core Specification Change History 9 Blue tOO th@ | nterestl ng
9 CHANGES FROM v4.2 TO v5.0 DEF CON 27 Talk

9.1 NEW FEATURES
Several new features are introduced in version 5.0. The major areas of
improvement are:

« Slot Availability Mask (SAM)

2 Msym/s PHY for LE

Defeating Bluetooth Low

| LE Long Range Energy 5 PRNG

« High Duty Cycle Non-Connectable Advertising for fun and jamming

«| LE Advertising Extensions Damien "virtualabs” Cauquil | DEF CON 27
| LE Channel Selection Algorithm #2 ‘ e —

compass-security.com



Physical Layers

* Two new physical layers
» 2M LE Uncoded PHY: Better throughput up to 2 Mbps
» LE Coded PHY: 4 times the range (125 kbps, up to 400m) or 2 times the range (500 kbps, up to 200m)

= Not supported by BtleJack at the moment, another chip would be needed

se____ O OO MSB
Preamble Access-Address | PDU CRC Constant Tone
(1 or 2 octets) (4 octets) (2-258 octets) (3 octets) :E‘ngetgs‘l'%g u5) ;
----------------- 2 Octet Preamble:
Figure 2.1: Link Layer packet format for the LE Uncoded PHYs 2M LE UnCOded PHY
S=8 coding 9 S=2 or S=8 coding
80 us 256 us 16 ps 24 us N*8*S us 24*Sus  3*S s
o <k P d— & P 4 I <k > % >
Preamble | Access Address | Cl | TERM1 | PDU, N bytes |CRC | TERM2
) FEC block 1 R FEC block 2 : LE Coded PHY
Figure 2.3: Link Layer packet format for the LE Coded PHY
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Channel Selection Algorithm

* New Hopping Scheme / Channel Selection Algorithm (CSA #2)
= More random by using a Pseudorandom Number Generator (PRNG)
» Devices specify in the advertisement packages if they support this (ChSel bit)
» 65536-hop instead of 37-hop sequence

‘ % Matthew Green ¥ > Matthew Green b
@matthew_d_green \ @matthew_d_green

Every single page of the Bluetooth spec should be This one too. Ugh.
illegal.
Tweet Ubersetzen ' BLUETOOTH CORE SPECIFICATION Version 5 1| Vol 6, Part B

i | (3
bo by by by by bs bs b; bg by bro by byz bys by

unmappedChannel is then calculated as pm_e modulo 37. A blo K C
the overall process is shown in Figure 4.37.

Easy, right?

9:37 nachm. - 12. Feb. 2019 - Twitter for iPhone 9:50 nachm. - 12. Feb. 2019 - Twitter for iPhone
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Channel Selection Algorithm

» Channel = PRNG(Channel Identifier, Counter) mod 37

= Channel Identifier (16 bit)
= Can be calculated from the Access Address (split in 2 and XOR)

= Counter (16 bit)
= Periodically incremented by 1

* The counter can be guessed by measuring time difference between consecutive channels and
some math™

= Knowing both, it's possible to follow the connection
» Used to improve coexistence, not security!

* Implemented in BtleJack version 2.0

compass-security.com




BLE 5 Attacks

* No sniffing devices for the new physical layers at the moment
= Sniffing new connections is possible

= Sniffing existing connections is possible

» Jamming existing connections is possible

» Hijacking existing connections is theoretically possible
= Not implemented in BtleJack at the moment because the attack is time-sensitive
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Resources @ https://github.com/CompassSecurity

O CompassSecurity/Bluetooth Le x +

& c @ github.com/CompassSecurity/Bluetooth_Low_Energy_BLE_Beertalk

O ! Pull requests lssues Marketplace Explore

CompassSecurity / Bluetooth_Low_Energy_BLE_Beertalk

{yCode (U Issues 0 Pull requests 0 Actions Projects 0 Wiki

Na description, website, ar topics provided.

D) 6 commits ¥ 1bran

Branch: master ~ | | Mew pull request

@ mindfuckup Added logo

s o = Slides (full version!)
El lega.png 6 days ago

[E5 README.md e . LlnkS tO demo V|deOS

Bluetooth Low Enerqy BLE Beertalk . . .
Hetooth TOW Energy BEE Beetia = Links to this Beer-Talk video

] a = —_— - . — L] . —

T IER— = Links to software / hardware

Bluetooth Low Energy:
Protocol, Security & Attacks Check out the

GitHub repository!

» Example PCAPs

= Links to further resources
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