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cyrill.brunschwiler@compass-security.com
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Cyrill Brunschwiler
Attack’s




Responding to Cyber Attacks Agenda

=*Understanding the Attacker

-Response Approaches and Tools |

sRecommendations
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https://www.compass-security.com/en/research/advisories

openvpn-monitor / Cross-Site Request Forgery (CSRF) 6 KB

21.09.2021 / CSNC-2021-011 / Emanuel Duss, Sylvain Heiniger

openvpn-monitor / OpenVPN Management Socket Command Injection 5 KB
21.09.2021 / CSNC-2021-010 / Emanuel Duss, Sylvain Heiniger

openvpn-monitor / Authorization Bypass 5 KB
21.09.2021 / CSNC-2021-009 / Emanuel Duss, Sylvain Heiniger

I[dentity Vault / Biometric Authentication Bypass on Android 12 KB
06.09.2021 / CSNC-2021-001 / Emanuel Duss

timeCard / Hardcoded Credentials 2 KB

01.09.2021 / CSNC-2021-012 / Philipp Mao

NeDi/ OS Command Injection 5 KB

01.07.2021 / CSNC-2021-003 / Emanuele Barbeno
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lonic Identity Vault Biometric
Authentication Bypass

SEF JUSS

During a customer project, we could bypass the biometric authentication
mechanism of lonic Identity Vault on Android, because the Android KeyStore
entry does not require any authentication. This post shows how this was done

and how it can be exploited.

Relaying NTLM authentication
over RPC again...

GUST 9, 2021 SYLVAIN L =] p 4 0 COMMENTS

A little bit over a year ago, | wrote an article on this blog about CVE-2020-1113
and how it enabled to execute code on a remote machine through relaying
NTLM authentication over RPC triggering a scheduled task on the remote
system. History repeats itself and a vulnerability of the same category has been
fixed by Microsoft in June this year.
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Gewappnet gegen
Cyberangriffe?

Holen Sie sich Unterstutzung von IT-
Sicherheitsexperten auf der it-sa 2021 und
erhohen Sie so das Schutzlevel fur Ihr

Unternehmen!

compass-security.com
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Internal Network and System Security Training
3. und 4. November 2021 in Bern

» Info Gathering (Google, whois, Subdomain Enum, Cert. Transparency, DNS)

* Network Discovery mit nmap (Host- und Service Discovery)

* Network Sniffing (tcpdump, Wireshark)

*\Vulnerablility Scanning (Nessus)

» Exploitation (Shells, Metasploit, ExploitDB)

* Privilege Escalation unter Windows und Linux (PowerSploit, LInEnum, Mimikatz)
= _ateral Movement (Pass the Hash, Responder, NTLM Relay)

= Active Directory Security (BloodHound, PingCastle)

» Command and Control Frameworks
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https://en.wikipedia.org/wikiMWheel clamp#/media/File:Wheel -clamps_Texas.jpg
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Cyber Crime Business Models

»Sell stolen goods

=Commit Insider crime

s Extortion
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https://en.wikipedia.org/wiki/Camorra_in_New_York

You became victim of the GOLDENEYE RANSOMWARE'?

The harddisks of your computer have been encrypted with an military grade
encryption algorithm. There is no way to restore your data without a special
key = Yoll Ca]" l)ll V\n’"l\ = T £ +1\1‘(’" 1/(3]! 5 Y "' ]-‘.I:\ A pum Vu]/‘i'\{,_\"' ™ 2D e ("1\-"\! 1YY ;‘i\ ('\'tep 2 e

To purchas ree easuy
steps:

1. Downlo need
help,
2. Uisit

3. Enter you

If you already purchased your key, please enter it below.
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Applied Crypto in Serious Ransomware
Hybrid Cryptography

1. Create Public/Private Key-Pair (Private Key remains with Creator)
2. Create Symmetric Key

3. Encrypt Symmetric Key using Public Key

Infected Machine

Ransomware Create
Incl. Public Key

Symmetric Key Encrypted

Symmetric Key
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Common Breaches

Not every breach is as super-genius-advanced as the media thinks.

Usually, companies fall for simple things

= Malspam
» Bad Passwords
= 2FA Missing

= Appliance or Software Vulnerability (Patches Missing)

compass-security.com Visit the chat at https://webirc.hackint.org/ and join channel #beertalk



Typical Schemes

Credential 1234
Abuse -

Exploiting

Malware

(Spear)
Phishing

attacker

rdp /vpn /web

server(s)

mail
server(s)

.—...-._,_-.___
=~

Social
Engineering

compass-security.com Visit the chat at https://webirc.hackint.org/ and join channel #beertalk

server critical infrastructure

office




Breach Evolvement

Recent breaches involve new techniques or approaches and show
threat actor’s evolution

» Manually Escalate Privileges and Kill AV

= Exfiltrate Data to S3 Bucket, Google Drive or MEGA

* Human Operated Ransomware to Target Specific Data

» Send Over and Domain Join a Virtual Machine to Run Crypto Software
» Stop Services and Systems

* Flush Entire File Share

» Delete All Virtual Machines

compass-security.com Visit the chat at https://webirc.hackint.org/ and join channel #beertalk



What’s Up Technically?
MITRE ATT&CK Framework

Visit the chat at https://webirc.hackint.org/ and join ¢ el #beertalk



MITRE ATT&CK Framework

Purpose and Application

Defenders

= Known Bad

= Coverage of Monitoring

» Effectiveness of Monitoring

Attackers

= |deas on Alternatives

= Avoid getting Trapped

» Simulation (Red Teaming)

compass-security.com

Reconnaissance

10 techniques

Resource
Development

6 techniques

Initial Access

9 techniques

1l

Active Scanning (z)

Gather Victim Host
Information (4

Acquire
Infrastructure g

Gather Victim Identity
Information (9

Compromise
Accounts (o

Gather Victim
Metwork
Information (s

Compromise
Infrastructure (g

Develop
Capabilities (4

Gather Victim Org Establish
Information 4 Accounts
Phishing for Obtain
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Drive-by
Compromise

Exploit Public-
Facing
Application

External
Eemote
Services

Hardware
Additions

Phishing ¢z n

Command and
Scripting
Interpreter g




MITRE ATT&CK Framework

Most used Software

Mimikatz o 22
PsExec ® 16
Net ® 16

Poison |V)’ — 10

Systeminfo ® 9
Tasklist ® 9
ipconfig @38

Cobalt Strike ®s
cmd @7
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http://documents.swisscom.com/product/filestore/lib/7657c513-a231-4725-9d04-eeb343c164e1/Swisscom_Security_Report_2019_EN.pdf

MITRE ATT&CK Framework
Detection Types

Process Monitoring ® 149

File monitoring ® 86

Process command-line parameters ® 82

APl monitoring ® 36

Process use of network ® 34

Windows Registry ® 34

Packet capture ® 31

Authentication logs ® 28

Netflow/Enclave netflow ® 23

Binary file metadata g 17
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http://documents.swisscom.com/product/filestore/lib/7657c513-a231-4725-9d04-eeb343c164e1/Swisscom_Security_Report_2019_EN.pdf

Ransomware vs Persistent Threats
Responding Adequately

Visit the chat at https://webirc.hackint.org/ and join channel #beertalk



Ransomware vs Persistent Threats

Intrusion Patterns

Sting Operation

Also called “smash and grab”.
A direct attack to get a specific
piece of information.

Persistent Infiltration

A long running campaign
against you, where your
adversary will gain and sustain
unauthorized access to your
Infrastructure for a long period
of time.
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https://www.slideshare.net/FrodeHommedal/taking-the-attacker-eviction-red-pill
https://www.youtube.com/watch?time_continue=3&v=WAvO0Y0nOws

4

Bad boys, whe
wheh we CoOme
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Industry Standard Processes
NIST SANS

1. Preparation 1. Preparation

2. Detection and Analysis 2. ldentification and Scoping

3. Containment, Eradication, and Recovery 3. Containment/ Intelligence Development

4. Post-Incident Activity 4. Eradication / Remediation
5. Recovery
6. Lessons Learned/ Threat Intel

Consumption
Containment
Detection & Eradication Post-Incident
Preparation Analysis & Recovery Activity
Source: https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf Source: https://www.sans.org/reading-room/whitepapers/incident/incident-handlers-handbook-33901

compass-security.com Visit the chat at https://webirc.hackint.org/ and join channel #beertalk



NIST Incident Response Process

Containment

Choosing a Containment Strategy based on the type of incident
= Avoid just pulling the plug

» Use Adversary network segmentation or similar

* No containment - adversary starts to change TTPs

Intelligence Development:
= |dentifying the Attacking Hosts

= [dentify Covert Channels 17 . ?

Containment

= Document how all evidence, including d ... i —
compromised systems, has been preserved. e i & Recovery Activity

* Improve monitoring

Source: https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
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“if you want to respond
effectively you need to
reduce the uncertainty
and understand when it’s
the right time to act”

ST o

Frode Hommedal
@FrodeHommedal

Technical Director PwC.no, former Member NorCERT, Head of Telenor’'s CERT

34
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http://twitter.com/frodehommedal

NIST Incident Response Process

Eradication and Recovery

Eradication

* block network access

» deleting malware and persistence

= disabling breached user accounts

= initiate krbtgt cycling

= mitigating all vulnerabilities that were exploited

= be quick and plan well
q P /, , w

7
; Containment
ReCOVG ry Detection & Eradication Post-Incident

Preparation Analysis & Recovery Activity

» Return to normal business operation
* Implement supplement measures
= |nitiate larger projects (segmentation, detection)

Source: https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
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Advantage of SANS Cycle over NIST Cycle

2 2 o =

Containment
Detection & Eradication Post-Incident
Preparation Analysis & Recovery Activity

Containment /

: Eradication Recover
Intelligence Development y

avoid any

Source: https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf, https://www.sans.org/media/score/504-incident-response-cycle.pdf
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
https://www.sans.org/media/score/504-incident-response-cycle.pdf

Detection and Analysis in Detall
Follow the white rabbit...

Visit the chat at https://webirc.hackint.org/ and join channel #beertalk



Detection and Analysis in Detall

Mandiant Investigation Cycle - Initial Leads

! L amde The goal of an analysis Is
to determine facts that
l describe what happened,

|IOC Creation qOW and Where |t
(’ \ nappened, when it
nappened and sometimes,

nnevEe TEE DeplevoTE who was responsible and
T l why it was done.
Collect Evidence '« Idegtfi%tse?-/::ms

compass-security.com Visit the chat at https://webirc.hackint.org/ and join channel #beertalk



Detection and Analysis in Detall

Mandiant Investigation Cycle - IOC Creation

Initial Leads

!

|OC Creation

Analyze Data Deploy IOCs

Identify Systems

Collect Evidence ‘ of Interest
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Detection and Analysis in Detall

AlienVault OTX Example Petya Ransomware

An IOC might be as simple as a domain or e.g. a slightly more complex YARA rule.

AlienVault's OTX e.g. distinguishes the following I0C types:

CIDR CVE Domain Email URI URL
FileHash- FileHash- FileHash- FileHash- FileHash-
IMPHASH MD5E PEHASH SHAT SHAZ2S56
FilePath Hostname | IPvd IPwvi Mutex YARA
- Domain (1) _-FilePath (1) - SHA256 (4) _~ Microsoft Server Message Block 1.0
I _ I

;‘Hﬂther (2) “YARA (6) "~ SHAT (4)

TYPES OF INDICATORS TARGETED PRODUCTS

|OC Type Domain: wowsmith123456posteo.ne

compass-security.com Visit the chat at https://webirc.hackint.org/ and join channel #beertalk



Detection and Analysis in Detail

rule

meta:

8 strings:

9 =
10
11 =

12 =

13 =

14 =

15 =

16 condition:
17 uintlé
18 }

compass-security.com

= "Detects Petya Ransomware”
= "Florian Roth"

= "26b4699a7b9%eebl6e76305d843d4ab05e94d4313201436927e13b3ebafa90739"

"<description>WinRAR SFX module</description>” fullword ascii

"BX-Proxy-Manual-Auth” fullword wide

"<1--The ID below indicates application support for Windows 10 -->" fullword
"X-HTTP-Attempts"” fullword wide

"@CommandLineMode” fullword wide

"X-Retry-After"” fullword wide

GO and filesize < and and 3 of ($s%*)

Visit the chat at https://webirc.hackint.org/ and join channel #beertalk 41



Emotet Analysis — Sandbox shortcomings Il

"powershellexe” wrote 32 bytes to a remote process "%USERPROFILE%:\928.exe” (Handle: 1612)
"powershell.exe” wrote 52 bytes to a remote process "C\Users\%eUSERNAMES2\928. exe” (Handle: 1612)
"powershell.exe” wrote 8 bytes to a remote process "CA\Users\%USERMAMEY\928 exe” (Handle: 1612)
"powershell.exe” wrote 4 bytes to a remote process "C\Users\%USERNAME%%\928.exe” (Handle: 1612)
"928.exe” wrote 32 bytes to a remote process "C\Users\%USERNAME%\928.exe” (Handle: 148)

"928.exe” wrote 52 bytes to a remote process "C\Users\%USERNAME20\928 exe” (Handle: 148)

"928.exe” wrote 4 bytes to a remote process "C\Users\%USERNAME%%:\928.exe” (Handle: 148)

"G28.exe” wrote 8 bytes to a remote process "C\Users\%USERNAMEY:\928 exe” (Handle: 148)
"colorsminimum.exe” wrote 32 bytes to a remote process "C\Windows\SysWOWeé4\colorsminimum.exe” (Hanc

Run as Admin: $WinDir%$\SysWOW64\<MALWARE>.exe
SWinDir%$\System32\<MALWARE>.exe

Run as user: $LocalAppData%$/<MALWARE>/<MALWARE>.exe

compass-security.com Visit the chat at https://webirc.hackint.org/ and join channel #beertalk



Emotet Analysis — Sandbox shortcomings Il

- m] 928.exe (PID:3920) [ m [C] Hash Seen Before
L 11 928.exe --c52457cc (PID: 708) EIFEI@ T Hash Seen Before

— @] colorsminimum.exe (PID: 3652) Bl ElCd
L &1 colorsminimum.exe --e55d0694 (PID: 2400) Sl BEY O Hash

Name is 2 words from after, allow, backup, cable, cap, chore,
chx, class, cmp, colors, con, cpls, crypto, dasmrc, define,
edition, engine, excel, finish, foot, fwdr, generic, hans,
kds, keydef, khmer, license, loada, magnify, maker, mferror,
minimum, move, mspterm, nop, pen, pink, pixel, play, prep,
proc, publish, query, rebrand, resapi, resw, router, shlp,
sizes, skip, sms, svcs, syc, tablet, tangent, themes, top,
tran, umx, wce, wide, without, wubi, xcl

compass-security.com Visit the chat at https://webirc.hackint.org/ and join channel #beertalk



Analysis — Sandbox shortcomings IV
Found potential IP address in binary/memaory

"92.254173.31"
source String

details

relevance 3/10

Malicious artifacts seen in the context of a contacted |

details URL: http://hermessgyo.com/fwp-includes/js/jgue
URL: http://dilandilan.com/wp-admin/ldzy_Intjor
URL: http://onssmobilya.com/nos/config.bin (AV
File SHA256: f0ac854808ef5855438fc02b394
File SHA256: 9a5d700d1e0afal3953aed5719381
File SHAZ36: cc5a7e96b114ac3059541e92904 21

el ™l A" FE s b T TR ) I TR [ (R O I ) O O O, O I T e T B B ol B R o T

compass-security.com

67.225.229.55:8080
185.14.187.201:8080
45.79.188.67:8080
62.75.187.192:8080
41.220.119.246:80
173.212.203.26:8080
80.11.163.139:443
80.11.163.139:443
211.63.71.72:8080
188.166.253.46:8080
115.78.95.230:443
63.142.253.122:8080
95.128.43.213:8080
189.209.217.49:80
149.167.86.174:990
88.156.97.210:80
142.44.162.209:8080
80.11.163.139:21
190.226.44.20:21
186.4.172.5:8080
212.71.234.16:8080
45.33.49.124:443
31.172.240.91:8080
5.196.74.210:8080
104.236.246.93:8080
182.176.132.213:8090
185.94.252.13:443
103.97.95.218:143
200.71.148.138:8080
186.75.241.230:80
201.251.43.69:8080
91.205.215.66:8080
178.254.6.27:7080
190.53.135.159:21
85.104.59.244:20
92.222.216.44:8080

Visit the chat at https://webirc.hackint.org/ and join channel #beertalk

159.65.25.128:8080
88.247.163.44:80
27.147.163.188:8080
149.202.153.252:8080
86.98.25.30:53
83.136.245.190:8080
190.145.67.134:8090
104.131.11.150:8080
103.255.150.84:80
92.233.128.13:143
138.201.140.110:8080
190.18.146.70:80
186.4.172.5:20
144.139.247.220:80
181.143.194.138:443
190.106.97.230:443
85.54.169.141:8080
87.106.136.232:8080
101.187.237.217:20
87.106.139.101:8080
78.188.105.159:21
217.160.182.191:8080
186.4.172.5:443
31.12.67.62:7080
190.228.72.244:53
136.243.177.26:8080
222.214.218.192:8080
45.123.3.54:443
190.211.207.11:443
94.205.247.10:80
187.144.189.58:50000
92.222.125.16:7080
46.105.131.87:80
27.4.80.183:443
178.79.161.166:443
119.15.153.237:80

206.189.98.125:8080
47.41.213.2:22
169.239.182.217:8080
85.106.1.166:50000
78.24.219.147:8080
37.157.194.134:443
190.108.228.48:990
190.186.203.55:80
124.240.198.66:80
182.176.106.43:995
181.143.53.227:21
181.31.213.158:8080
199.19.237.192:80
182.76.6.2:8080
179.32.19.219:22
24.51.106.145:21
217.145.83.44:80
87.230.19.21:8080




Analysis

Automated (Sandbox) Manual

+ Relatively quick (Background time) - Takes more time

+ Results even without knowledge - Require some knowledge

- Results may not contain all findings + Findings are more accurate

- Victim to anti-analysis techniques + Anti-analysis can be bypassed

compass-security.com Visit the chat at https://webirc.hackint.org/ and join channel #beertalk



Detection and Analysis in Detall

Mandiant Investigation Cycle — Deploy I0OCs

Initial Leads

!

|OC Creation

Analyze Data Deploy IOCs

Identify Systems

Collect Evidence ‘ of Interest

compass-security.com Visit the chat at https://webirc.hackint.org/ and join channel #beertalk



Detection and Analysis in Detall
How to Deploy IOCs (Hosts and Networks)

Possibilities depend on the corresponding victim EDR solution and need to be checked during the
onboarding/simulation phases.

Otherwise back-off to

» Open-Source EDR or Orchestration (GRR, OSquery, Velociraptor)

* LOKI or THOR YARA Scanner https://www.nextron-systems.com/loki/

» Mandiant OpenlOC Scanner hitps://www.fireeye.com/services/freeware/ioc-finder.html

= Snort and Suricata https://snort.ora/, https://suricata-ids.org/

Screenshot https://www.nextron-systems.com/loki/

compass-security.com Visit the chat at https://webirc.hackint.org/ and join channel #beertalk
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Detection and Analysis in Detall

Mandiant Investigation Cycle — Identify Systems of Interest

Initial Leads

!

|OC Creation

Analyze Data Deploy IOCs

Identify System
of Interest

Collect Evidence '«

compass-security.com Visit the chat at https://webirc.hackint.org/ and join channel #beertalk



Detection and Analysis in Detall

Mandiant Investigation Cycle - Collect Evidence

Initial Leads

!

|OC Creation

Analyze Data Deploy IOCs

Identify Systems

Collect Evidence ‘ of Interest
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Detection and Analysis in Detall

Order of Volatility
1. Registers, Cache

2. Main Memory, Network State,
Running Processes

Live

3. Disk

4. Remote logging and monitoring data that is relevant to the
system in guestion

5. Physical Configuration, Network Topology

Postmortem

6. Archival Media

compass-security.com Visit the chat at https://webirc.hackint.org/ and join channel #beertalk



Detection and Analysis in Detall

Mandiant Investigation Cycle - Analyze Data

Initial Leads

!

|OC Creation

Analyze Data Deploy IOCs

Identify Systems

Collect Evidence ‘ of Interest
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List of Best Tools,
Gulides and Cheat Sheets




Detection and Analysis in Detall

List of Best Tools

«Some of the best tools to use
are ones you already have - you
are using them right now to read
and understand this sentence»




Guides and Cheat Sheet
SANS PICERL Cheat Sheet. What to do in which phase

- People - Policies -Tools - Training ‘
Preparation g - Notes - Procedures - Mgt Tng - Jump Bag —
- Relationships - Coms plan ’
- Awareness - Alert Early - Primary IR Handler - Unusual Files —
oo : - Need to Know - Use OOB Comms - Passive monitoring - Analyze Logs
Identification - Unusual processes - New Accts / Privs - Odd Sch Tasks - Chain of Custody
- Unusual Security Evts —
- Stop Bleeding - Short-term - Back-up - Long-term
- Categorize - Criticality - Sensitivity - Document Actions
- Notify Mgt - Asgn Primary IRH - Low Profile - Infected Vian
Remove LAN Cbl - FW/IDS Filters - ISP coord - Forensic Images
Memory Captures - Adjacent HostLogs - Patch Exploited Vuin(s)
- Chg Pswds - Kill Backdoors
Del Artifacts - Root Cause - Restore Back-up - Remove Malware
- Apply All Patches - Addl FW / IDS Filters - Chg DNS Names - Rescan network —
- Black Hole IP’s - Seek other Host footholds - Wipe/Format/Rebuild
- Return to Ops - Test /Doc Baseline - Move to Production (Approval) \L
{ - Monitor (signs/shells/artifacts/events) - Script searches for attacker artifacts
- - Document Incident - Immediately upon recovery Phase - Assign to on-Scene IRH
o - All affected parties review / comment on draft - Reach Report Consensus -
- Finalize Report - Provide Exec Summary - Address Process not people
—— - Seek Required Changes - Seek Funding - Update Procedures ==

Source https://www.sans.org/media/score/504-incident-response-cycle.pdf
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Guides and Cheat Sheet

SANS Windows Forensics is most relevant when doing enterprise cases

® ? D
W| n d ows Art Ifa Ct An a l SI So The “Evidence of.." categories were originally created by SANS Digital Forensics and Incidence Response faculty for
®  the SANS course FOR500: Windows Forensic Analysis. The categories map a specific artifact to the analysis questions

that it will help to answer. Use this poster as a cheat-sheet to help you remember where you can discover key

@
EVI d e n Ce Of... Windows artifacts for computer intrusion, intellectual property theft, and other common cyber crime investigations.

File Download Program Execution

Open/Save MRU UserAssist Shimcache System Resource Usage Monitor Last-Visited MRU
Description Description Description (SRUM) Description
f : el Serm 1 oy LRChs Tees Ih o Zee mned - ‘:‘. ‘:‘l.v -"“ aunched f ' deiid P alwed JOws X " ypalibaty L '_v:A & 06 ultdd by D 22 ks e SPoCific eou _..

¢ 5 f : 30 10 80
i 3 ::::RNT o 2 o a v e o CoasmreanLN
». 1520F Coumt Location Location
WIS DAT Softmm s Mares o Wisowd Carrmefferwer L 1ot welembig] T OporS ovely ; »- o —— Weadie s
Wi Interpretation p— 004 T4Te A YITIOLEY - Apzicaton Ressurie Buge Prwder L Whadsw.
NIZZRDaT, codin] 2 Doers All values are LR Jad Wl ntew T RAT smlig I
imerpretation Fobeci ek B Syytmpuitaia Interpretation
«The *** kay = Tt sul ¢ " ' g . & O Interpretatio LS9 100] Such 2% wem demp.am 10 (1065 (000 o

. Al G Detwés roRreiry kvt asd €

Ay Culalis n N e WAndoen sysle could bk four

» 277 (Threw Wtter edtension) - 11

Jump Lists
Email Attachments
Description
@ omasl Bdus Prefetch
Location
Outleok
»-
SUSIEPROILES Local Settmgy
wieja /e =
U EPRIILLS VgpDetrlacal Micsces® 0 sinok AROLCITION e Culin
on FOCQS COuNt P agnbcatan
IWEROL data Nied found e LaLar f 0 ) arng ¥
nto 100 00 whend 20 fineg the Oux 1081 the ik et 3 ha an I e 10 e Apd D Tie
Auzpc ] fweaa hancockeomputerte h.oom | blog/ 2070/07 06/ Snd the Description * AN « Giys ~ et ’ Snicution of ap3 mAle ozon
microselt-cutlook-temporary-olk-fold e VAN Osws Bacgriusd Actieily Moderatas (BAM) + ENy 107 evory executanie ren, Tull Aa0R o Matios, Fig's odification Tume = Last Te itk 20864 10 Tha Aapio Nk
Csaaminds ( 3¢ Matifraring Tima and Nak wdeme the Lk 0f burred LIST 100 - » iitne Sl by Bl humalind

Source https://www.sans.org/security-resources/posters/windows-forensic-analysis/170/download
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Guides and Cheat Sheet

SANS Hunt Evil is a great resource for lateral movement artifacts

Additional Event Logs

Process-tracking events, Sysmon, and similar logging
capabilities are not listed here for the sake of b

However, this type of enhanced logging can provide
significant visibility of an intruder’s lateral movement, given
that the logs are not overwritten or otherwise deleted.

Nascurity . evix
+A0A8 ~ Logon specifying allernate
 NIA enadied on

o Current lOgRed 0N Lser Natio

= AR nate User Nanw

= Dostinalion Host Nane/1P

= Process Name

EMicroscft-Hindows -

Ternizallecrvicesa-
20eCliantidCperaticaal aves
W24

= Dostinalion Haost Nane
* 102

= Dustination 1P Address

Bascurity . evex
SABAR - Logos specifying

Hunt Evil: Lateral Movement

During incident response and threat hunting, it is critical to understand how attackers move around your network. Lateral movement is an inescapable requirement for attackers to stealthily
move from system to system and accomplish their objectives. Every adversary, including the most skilled, will use some form of lateral movement technique described here during a breach.
Understanding lateral movement tools and techniques allows responders to hunt more efficiently, quickly perform incident response scoping, and better anticipate future attacker activity.

Tools and techniques to hunt the artifacts described below are detailed in the SANS DFIR course FOR508: Advanced Digital Forensics, Incident Response, and Threat Hunting

Additional FileSystem Artifacts

Deep-dive analysis techniques such as file
carving, volume shadow analysis, and NTFS log
file analysis can be instrumental in recovering
many of these artifacts (including the rec
of registry and event log files and records).

SOURCE

WRemeS Oeshiop delnalions
ae LRcked pet-aser
* NTUSRR\ S
Microso
Sezver

W rASSS] - RTUSER. DAY
smatec. exs Hemole
Dashrop Cliem enecution
Culed
* Number of Times

« Last Timw Ex

BSN et - SYSTEM
*matec.exe Hemole
Deskiop Cem

B RCmAgpS « NTUSER. DAY
‘matac. exe Hemole
Oeshlop ClNnl eaeulor
WAV DAM - SYSTRN - Las
Timne Executed

* sl Time Bacuted
¢ Number of Tine
‘mxtac.exe Pemole
Desderop Ciort
BAalache Zve
Executid

First Time

"EAtac.exe

ENOuALPOalLl
* NTUSRR\ Scftuare \Microsof t\Nindows

Remotely mapped shares

Saeculed

ery

Additional References
SANS DFIR FORS0S course: http:/ /sans.org/FORSOS

ATTACK Lateral Movement: http:/ [for508.com/attck-im
|PCERT Lateral Movement: http:/ /forS08.com /jpcert-lm

Artifacts in Memory Analysis

strings ~t 4 ~a 1l

vol.py ~f memacy. isg

¢ .dep >> conhost uni

Artifacts in memory analysis will allow for additional tracking of potential evidence of execution and command line
history. We recommend auditing and dumping the "conhost” processes on the various systems. Example:
~~proefilewcprofile’ sesduse -o conbost ~~dusp-dire

Perform searches for executable keywords using grep. Also check running processes (mstsc, rdpclip, etc.)

REMOTE ACCESS

S5« C:\Dsars \<Usarnsse>\
\Roaming'\Microsoft\Windows \
AutomaticCeatinations)
-APPID)-

W Prefeich - C:\Rizdows \Prafetch)
*EATAC . exn- (Raah) . pf

B Bonae Cache - C: \USERS, <OSTRNAMES,
Mpplata\local \Microsoft\Terninal
Server Clisat\Cacke
*beacheld . ac
*cachatiid hiz

W Prafetch - C:\Windowa\Prafecch)
* At . exe-haak) .pf

Source https://www.sans.org/security-resources/posters/hunt-evil/165/download
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Remote Desktop

o

-

Map Network Shares
(net.exe)

QO Ad

W Security Event Log

Mscurity.evix

* A824 Logon Tyge 10
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System Name
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* tathame . exe- (haak) . ptf
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Guides and Cheat Sheet

SANS Memory Forensics Analysis Poster provides great condensed know-how

Six-Step Investigative Advances in Memory Forensics
Meth od 0 lo gy ::;:’:‘;: ::::e:y-Resident Evidence of Execution: FORS20@5KTS oyt -profe e 1645

Order Last Modified Last Update Exec Flag File Size File Path
FORSZ8QEITS rekal  farstvmenn by Fred House, Andrew Davis’ and Claudiu Teodorescu INFO : volatility.debug : Shimeache found at Oxf#c00000e13¢88
. 7S 2 a . s s ra INFO : volatility.debug : Shimcache found at Ox##fc00000c24b68
The use of shimcache artifacts in many investigations has been limited because 12014-06-16 10:48:40 Troe SYSVOU\Cases\winpmem-1.6.0\winpmem_1.6.0.exe
The Rekall Digital SPO! 160 I 1 1 1 M H H 22013-08-22 05:20:05 True SYSVOL\Program Files (x86)\internet Explorer\jexplore.exe
data is npt updated in the reg,stry unpl the system is shut down. As a winning ik 50 s i VO S A ake
“Wa can remember i for you wholesalel” submission to the 2015 Volatility plugin contest, these researchers authored a 42013.08-22 12:35:25 Troe SYSVOL\Windows\System32\diihost.exe
s : - B . e 2014- 1: SYS i i U X
Identify rogue T program s o sctware you can rede | ands mosyucer parsing plugin that extracts these entries from the Application Compatibility Pttt Jo S i
Cache database in module or process memory. Despite changes in structure ;;g:;gg iié”ﬁ l? 1oa zzzsgttx'"gow&:wmﬁ\o‘;a‘:wd exe
A Kall-& 1 A % i . - 5 5 rue indows\SysWi ost.exe
processes e D e e and the method of organization of these entries across versions of Windows, s tagoqcahai Lt STVOL\ WA\ AW UD Rt
[1) fariet. vmem 18:22:32> select _EPROCESS,cmd from pstree() where _EPROCESS name =~ "rundii32 exe™ & i i 1 10 2013-08-22 12:32:40 False SYSVOL\Windows\System32\audiodg. exe
EPROCESS omd shimcachemem SUDpOftS versions frOm WInXPSP2 to W'ndOWS2012R2 11 2013-08-22 11:01:57 True SYSVOL\Windows\System32\ThumbnailExtractionHost.exe
= . $ vol. -f test.i --profile=Win8SP1x64 -g 0x£f8004£6569b0 shimcachemem 12 2013-08-22 12:34:04 True SYSVOL\Program Files\Internet Explorer\iexplore.exe
g:::mszoaaoo zﬂ:; prin gf:g ﬂﬁ::gi 2:2 g st ’”‘:‘;gg"““‘m;”‘—“”f‘“’;,‘! ;f":z,'s:::gm =4 BY S g 132013-08-22 11:03:41 True SYSVOL\Windows\System32\rundii32.exe
Out<18:22-33> Plugin: search (Search) BN K z S /
Decompress Win 8+ Hiberfil.sys and Carve
FOR526@SIFTS rokal -f fariet.vmem dillist 3276 | egrep -vi ‘system32 . Noadiops Pk G lovemimemiseviinnaionWUetars i Mol oy,
Reake ORSIMEIFTS il et e QM 74 Hibernation Slack: Hibernation Recon |t G e BT
e et * - St A Sy y tablos Ry
rundi32 exe pic: 3276 Hibernation Recon by Arsenal Recon Slop 2/5: Recansincing scive mamar » Complels

Command line : rundii32.exe "C:\L \ppD dil*,0 Stop U5 Extracting siack cata - Complete

process DLLs

o . . Step 45: Looking for legacy sisck data - Complete
and handles d 0xBAB20000  0xB0000 65535 CWindows\AppPatchAcLayers.DLL Hibr2Bin by Comae Technologies Siap 55 Fusng ot e buers - Compee
Ox10000000' - 1000 | CWesrsiussrAppDetsiRosmingtiedes. i Hibernation files can be a treasure trove of forensic artifacts B Y T s oyl i pavebcupe g SR SIRND ST Qg S iuivew
in investigations of all types. We encountered a hurdle to eyl el oo S SN o oL S FRREER Ok
52 1 reka f shel onnections . . .
T e potiress g our analysis when Windows 8 introduced the LZ Huffman Oupus it 10 "
Review network 0x89034440 10.10.10.9:1087  10.10.75.104: 4444 3888 XPRESS compression method for storing the contents of 4
artifacts e Bas e physical memory for a hibernating machine. Our tools at the time could not
- 4B R o decompress, barring us from unearthing system state analysis for the time of
- 0.10 044 2256
3 2104 hibernation. Arsenal Recon and Comae Technologies introduced decompression Bulk_Extractor
tools recently that allow examiners to analyze this dataset.
Spas i " 5 00 - 4 4
EXECUTE REAMRITErocton: Physical to Virtual Address Translation T T
PrivateMemory: 1, Protection: 6 200 —
0x400000 4d 5a 50 00 03 00 00 00 04 00 00 00 ff ff 00 00 MZ.............. vad_0x400000 strings by Volatility Framework .
00 00 00 DO 40 00 00 00 00 00 00 00 { ]
0 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 d8 00 00 0O ptw or paszv” by Rekall FORS260SIFTS rekal f test img ptov 21732272
Look for To map keywords identified by Bulk_Extractor or the strings tool, to their Rekall’s ptov ( o78 0x3322000 owning process:{ 9xe000027793c0 Inspasio.exe 4008 ]
evidence of e owning process or kernel module, we must perform physical to virtual address by Sl
sCin e fueotens. . W nop < i ili i i i PTE® OX73711088 = DX6960000003a41867
code injection Ox400003 013 0003 add byte pic (ebx), al trans!anoq. Both Rekall _a_nd Volatnht_y offer plugins t.hat prowd_e this ptov T o e
Ay e hirr il o 1 aaal functionality. With Volatility, we can invoke the strings plugin. Rekall has two virtual Address 0x2206bb0 (DTB  0x3322000)
ous0000c Oxe F o<l gl el different plugins that offer physical to virtual address translation, ptov and )
s el Lo HERTRIOLS oot sl pas2vas. These plugins employ different methods in determining which process
T S o st e g el e has been allocated the frame in physical memory where the keyword lies. Regardless of the T —
oot i Lo rovfrebils i ben b method used, the end result is a reverse lookup of keyword to owning process. Volatiity Foundation Volatiity Framework 2.6
o’ & valral -f +aet imv néav 21729979 Wnd Context : 1\WinSta0\Default
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Guides and Cheat Sheet

Societe General generic IR playbooks (e.g. IRM-1-Wormlinfection)

Preparation

m Define actors, for each entity, who will be
involved into the crisis cell. These actors
should be documented in a contact list kept

permanently up to date.

B Make sure that analysis tools are up,
functional (Antivirus, IDS, logs analysers), not

compromised, and up to date.

B Make sure to have architecture map of your

networks.

B Make sure that an up to date inventory of the

assets is available.

m Perform a continuous security watch and
inform the people in charge of security about

the threat trends.

Identification 2

Detect the infection

Information coming from several sources should be
gathered and analyzed:

Antivirus logs,

Intrusion Detection Systems,

Suspicious connection attempts on servers,
High amount of accounts locked,
Suspicious network traffic,

Suspicious connection attempts in firewalls,
High increase of support calls,

High load or system freeze,

High volumes of e-mail sent

If one or several of these symptoms have been
spotted, the actors defined in the “preparation” step
will get in touch and if necessary, create a crisis
cell.

Identify the infection

Analyze the symptoms to identify the worm, its
propagation vectors and countermeasures.

Containment

The following actions should be performed and
monitored by the crisis management cell:

;

2.

Disconnect the infected area from the Internet.

Isolate the infected area. Disconnect it from
any network.

If business-critical traffic cannot be
disconnected, allow it after ensuring that it
cannot be an infection vector or find validated
circumventions techniques.

Neutralize the propagation vectors. A
propagation vector can be anything from
network traffic to software flaw. Relevant
countermeasures have to be applied (patch,
traffic blocking, disable devices, etc.)
For example, the following techniques can be
used:

- Patch deployment tools (WSUS),

- Windows GPO,

- Firewall rules,

- Operational procedures.

Repeat steps 2 to 4 on each sub-area of the

https://qgithub.com/certsocietegenerale/IRM/

compass-security.com
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Guides and Cheat Sheet
Microsoft App Consent Attack IR Playbook

iviethod £ - Using Fowersnell

There are several PowerShell tools you can use to investigate illicit consent grants, such as:

* HAWK tool
e AzureAD incident rezponse module

* The Get-AzureADPSPermissions.ps1 & script from GitHub

Power5Shell is the easiest tool and does not require you to modify anything in the tenancy. We are going to base our

investigation on the public documentation from the lllicit Consent Grant attack.

Run Get-AzureADPSPermissions.psl, to export all of the OAuth consent grants and OAuth apps for all users in your tenancy

into a .csv file. See the Prerequisites section to download and run the Get-AzureADPSPermissions script.
1. Open a PowerShell instance as an administrator and open the folder where you saved the script.
2. Connect to your directory using the following Connect-AzureAD command. Here's an example.
PowerShell ™ Copy

Connect-AzureAD -tenantid “2blaldac-2956-442f-9577-1234567890ab" -AccountId "userlficontosoc.onmicrosoft.co

F

Is this page helpful?

£h Yes &3 No

In this article

Prereguisites

Consent terminclogies
Workflow

Checklist

Investigation steps

Details of consent grant
attack

Finding signs of an attack
How to confirm an attack?

Dietermine the scope of the
attack

How to prevent attacks and
mitigate nisks?

How to stop and remediate
an illicit consent grant
attack?

Recommended dafenses

Source https://docs.microsoft.com/en-us/security/compass/incident-response-playbook-app-consent
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Guides and Cheat Sheets

You will mainly find two sorts of guides and cheat sheets

* How to run the investigation
= Whom to involve and when
» Usually generic runbooks / playbooks
» Must be tailored to the company => Preparation, Forensic Readiness
» Should be exercised. At least tabletop

= Where to find relevant artifacts
» Usually, the very technical cheat sheets
= Do not respect corporate processes

Best Playbooks are a match of both - fit the company crisis

management and contain the very specific technical details

... and no, there aren’t any great of-the-shelf playbooks.
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Prevention Measures and Reaction Recap
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Protection Mechanisms

Enterprise Measures - Prevent Execution in %oUserProfile%

e Deployed Printers Biath
_ ath:
E T ecurity settings |

U zerPrafile=

_j::] Account Paolicies
_E_-| Local Palicies Browse, |
=i Ewentlog
2 Restricted Groups Security level:
g Systerm Serdices L Disallawed <]
o Registry
a File System
1) Wired Metwork (IEEE 802.3) P D escription:
O windowes Firewvall with Sdwar Block execution of any file in Uzer's ZU zerProfile® folder or subfolders. =
j Metweark List Manager Paolicie
;i.gf Wfireless Metoeork (IEEE 802,12 —l
| Public Key Polici
- S;‘m';r:zejiri:;n olcias Date last modified: Manday, October 14, 2013 2:53:34 PM
Right-click, . security Levels Learn more about zofbware restriction policies
select New § ‘Additionall Rules
Path Rule | Metwork Access Protection - 0K Cancel
4 | | b Source http://www.mcbsys.com/
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Protection Mechanisms

Enterprise Measures - Detect Ransomware Files and Block Share Access

=a File Server Resource Manager (Local] File Groups Include Files
.
I 55‘5 Quota Management L | Audie and Video Files *.aac, *.aif, *.aiff, *.asf, *.asx, F.au, .
4 ﬁ File 5creening Management
L.I.-? File Screens L | Backup Files * bak, *.bck, *.bkf, *.o0ld
_.E File 5creen Templates L | Compressed Files *.ace, *.arc, *.ar), “.bhx, *.bz2, *.cab,
|| File Groups L | E-mail Files “.eml, *adx, *.mbeox, *.mbx, *.msg, *
ﬂ Storage Reports Management _ _
b EII_ Classification Management | | Executable Files *.bat, *.crmd, *.com, *.cpl, *.exe, *.in
% File Management Tasks L | Image Files *brp, *.dib, *.eps, *.gif, ".img, *.jfit
L | Office Files *.accdb, *.accde, *.accdr, F.accdt, .
L | Ransemware Files * 0o, #1990 * . CTBZ2, *.CTBL, *.EnCi

Launch Command to Block User Access

-ExecutionPolicy Unrestricted -NoLogo —-Command "& { Get-SmbShare -Special Sfalse
| ForEach-Object { Block-SmbShareAccess -Name $ .Name —-AccountName '[Source Io
Owner]' —-Force } }"
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Protection Mechanisms

Enterprise Measures - Storage Snapguard

Monitors shares and immediately creates snapshots on detection of malicious activity

= Cleondris SnapGuard LE for NetApp Data ONTAP® - Q “
File View Setup Help

SNAPGUARD" LE

| ~ . s
Inventory | Explore Live View Analysis

Inventory NetApp ONTAP Clusters/Controllers

Inventory Details

4 [N NetApp ONTAP
= nad03
4 e nal0d
viilerQ
vi001
r . vi002
4w nal05
demo_cis
- drags na003 na004 na005
emo_oracle
' demo test
demo_vs001
demo_vaim
snapguard_demo

vim_demo

< >

& Add NetApp... 5 Refresh All nal05
Activity

Start Time Description Detail
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Protection Mechanisms

Enterprise Measures

» DeviceGuard and Applocker
» Enforce software and OS integrity and authenticity

= Enforce application whitelisting
https://technet.microsoft.com/de-de/library/hh831440.aspx

» E-Mail Enhancements
= Assure Authenticity of E-Mails by S/IMIME Signatures

* Implement and enforce SPF, DKIM, DMARC
» Mark external E-Mails as [EXTERNAL] in Subject
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Immediate Reaction for Ransomware Cases

Get Offline Keep Evidence

* no more Internet, WLAN » Encrypted files and ransom note, URLS

" N0 remote access » VMSs, Disks, Memory, Network Dumps

= no DNS = \Work on copies

" no Internet surfing Recover

" no e-mail » Get Systems isolated and cleaned

Safe Your Backups = Assure Integrity before re-enabling

= Get them offline » Change Domain, Service and Local Admins

» Change credentials, enable 2FA = Cycle krbtgt Account
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Guides and Cheat Sheat

How do you keep hashes and tickets for yourself ;)

Log on at console
RUNAS
RUNAS /NETWORK

Remote Desktop (success)

Interactive
Interactive

NewCredentials

Remotelnteractive

Remote Desktop (failure - logon type was denied) = Remotelnteractive

Net use * \SERVER
Net use * \SERVER /u:user

MMC snap-ins to remote computer
PowerShell WinRM

PowerShell WinRM with CredSSP

PsExec without explicit creds
PsExec with explicit creds

Remote Registry

Remote Desktop Gateway
Scheduled task

Run tools as a service

Vulnerability scanners

Network
Network

Network

Network

NetworkClearText

Network
Network + Interactive

Network
Network
Batch
Service

Network

Includes hardware remote access / lights-out cards and network KVMs.

Clones current LSA session for local access, but uses new credentials when connecting to
network resources.

If the remote desktop client is configured to share local devices and resources, those may be
compromised as well.

By default, if RDP logon fails credentials are only stored very briefly. This may not be the case if
the computer is compromised.

Example: Computer Management, Event Viewer, Device Manager, Services

Example: Enter-PSSession server
New-PSSession server
-Authentication Credssp
-Credential cred

Example: PsExec \\server cmd
PsExec \\server -u user -p pwd cmd
Creates multiple logon sessions.

Authenticating to Remote Desktop Gateway.
Password will also be saved as LSA secret on disk.
Password will also be saved as LSA secret on disk.

Most scanners default to using network logons, though some vendors may implement non-
network logons and introduce more credential theft risk.

https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-access/securing-privileged-access-reference-material
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Final Conclusion

» we need 2FA!

= keep a copy of what you have => maybe its restorable later on
* how do you restore portions and not to kill latest changes

* need agent based backup with strong protected access

= we need 2FA!

* mind hyper-v domain accounts

» have hunting capabilities?

= how about the correct logs for sufficient long time frame?

= [ateral movement detection?

= we need 2FA!
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(feat. Bob Marley)
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