®
e‘ SECURITY

Kerberos Deep Dive

Part 1 - Introduction

July 2025, Alex Joss



Content Overview

Part 1 - Kerberos Introduction

compass-security.com 2



What Is Kerberos?




Kerberos

W

= Developed by MIT in 1988

» Named after the 3-headed dog Cerberus that guards the gates to the underworld
= Authentication protocol over untrusted networks

= Authentication is performed by a trusted third party (the KDC)

» Involved parties can prove their identities to one another (mutual authentication)
» Based on tickets that are issued to and exchanged between parties

» Uses secret-key (symmetric) cryptographic principles
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Kerberos in Windows

= Microsoft has its own implementation of the Kerberos Protocol, called MS-KILE*

= Available since Windows 2000

» Default authentication package

» Intended to replace NTLM authentication, however NTLM is still widely used

» Used for SSO purposes (e.g. users can access services with their AD credentials)
» Requires services to have a registered SPN (Service Principal Name)

= Only works with FQDN/NetBIOS names, not with IPs (unless the IP is configured in the SPN*¥)

* https://docs.microsoft.com/en-us/openspecs/windows protocols/ms-kile/2a32282e-dd48-4ad9-a542-609804b02cc9

** https://docs.microsoft.com/en-us/windows-server/security/kerberos/configuring-kerberos-over-ip
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Building Blocks Kerberos Realm

Key Distribution Center (KDC) Services with

SPNs
U / Client Authentication Ticket Granting
ST Server (AS) Server (TGS)
A
‘ Secret & Session Keys

Ticket Granting Ticket (TGT) Service Ticket (ST)
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Details: KDC

= The KDC is the trusted 3™ party that mediates between all other parties

» Implicitly configured/installed on domain controllers
» Has access to the Kerberos key material of all users

» Consists of two logical core services:
» Authentication Server (AS)
- Authenticates clients and issues Ticket Granting Tickets (TGT)
» Ticket Granting Server (TGS)

- Accepts authenticated clients and issues Service Tickets (ST) for specific services
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Details: Service Principal Names VI
™)
= An SPN is a unique identifier of a service instance within the domain ] @O

" Format: <service class>/<host>:<port>/<service name>
= <service class> > Type of service (e.g. www, Idap, MSSQLSvc etc.)
= <host> > Name of the computer the service is running on (FQDN or NetBIOS)
= <port> (optional) > Port of service, to differentiate between multiple service on the same host
" <service name> (optional) = For replicable services

» Example: MSSQLSvc/wsl .winattacklab.local:1433

= Used to associate a service instance with an actual account

» In a Windows domain, some SPNs are created automatically, others need to be registered
manually

More information: https://adsecurity.ora/?pacge id=183
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https://adsecurity.org/?page_id=183

Details: Secret & Session Keys

» Kerberos uses symmetric cryptography to establish trust & secure communication

» Secret keys:
» Long-term shared secrets between users, services and the KDC
= Serve to authenticate individual parties
» Derived from the respective account’s password (either actual end user or SPN/service account)
» Derivation via string-to-key function (different implementation based on encryption type)

» Session keys:
» Short-term shared secrets between users & individual services
» Serve to secure communication between two principals for one session
» Generated randomly on-the-fly by the involved parties
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Secret Key Example

= When a new domain user is created, their password is defined
» The domain controller then derives the respective secret keys and stores them
» The same happens when you log in with a domain user (on your client)

= Example:

NT Hash*: 8cf0345c0d74a3efeb598489493cf4d7b

AES256: a8f2e85f4fff908399ed6e7855d8b757f60980b433b4c844a5¢cdad58b689e0138
AES128: 0c7c30cbfbd727a436b4848d253ef0c4

DES: ae326dc4l6c2bfd3

* Used for RC4 encryption
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Details: Tickets @
&:
TICKET

» Tickets carry identity information about a subject (e.g. username, groups etc.)
» They are intended for a specific audience (e.g. a receiving service) v

= Certain parts of a ticket are encrypted, either with:
= the recipients long-term secret (e.g. password hash) or

» a temporary session key established between two parties

= Ticket types:
= Ticket Granting Ticket (TGT) E3k
- Confirms the user’s identity towards the Ticket Granting Service of the KDC

= Service Ticket (ST) F3¢

- Confirms the user’s identity towards a specific service (e.g. CIFS/fs1.foo.local)
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Details: Tickets Inspection in Windows

You can inspect your current tickets with the k1ist utility:

winattacklabytmassie
Ps C:ihve klist

Current LogonId is 0:0x8cElcl
Cached Tickets: (22

#0) Client: tmassie @ WINATTACKLAR.LOCAL
Server: krbtgt /WINATTACKLAR.LOCAL @ WIMNATTACKLAR.LOCAL
kerbTicket Encryption Type: AES-256-CTS-HMAC-SHAL-9G6
Ticket Flags 0x40=10000 -= forwardable renewable initial pre_authent name_canonicalize
Start Time: 2/23/2022 14:43:31 (local)
End Time: 22472022 0:43:31 (locall
Renew Time: 3/2,/2022 14:43:31 (locall
Session Key Type: AES-256-CTS-HMAC-SHAL-96
Cache Flags: Oxl - PRIMARY
kdc Called: DCl.winattacklab. local

Client: tmassie @ WINATTACKLAE.LOCZAL

Server: MSSOLsve/wsl.winattacklab. Tocal:1433 @ WINATTACKLAE.LOCAL

kerbTicket Encryption Tywpe: RSADST RC4-HMAC CNTD

Ticket Flags 0x40al0000 -» forwardable renewable pre_authent name_canonicalize
Start Time: 2/23/2022 14:43:31 (local)

End Time: 22472022 0:43:31 (locall

Renew Time: 3/2,/2022 14:43:31 (locall

Session Key Type: RSADSI RC4-HMAC (NT)

Cache Flags: 0

kdc Called: DCl.winattacklab. Tocal
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High Level Kerberos Authentication Flow

User/Client Authentication Server Ticket Granting Server foo.local
n KDC
“ Login
—— Request TGT (AS-REQ) —
Bl <« Return TGT (AS-REP) ——
_ ———— Request ST for SPN cifs/foo.local (TGS-REQ) ———— E4¢
=5t -« Return ST (TGS-REP)
Repeat—
Present ST to access service (AP-REQ) > B¢

Grant/deny access to client (AP-REP)

TGT: Ticket Granting Ticket ST: Service Ticket SPN: Service Principal Name
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Kerberos & Wireshark

» Wireshark comes with a built-in dissector for Kerberos
= Kerberos messages are reconstructed automatically

= Filtering for kerberos shows actual Kerberos protocol traffic as well as usage of Kerberos
authentication in other protocols (e.g. SMB)

| |kE=rI:nern:|s
Mo, Time Source Destination Protacal  Length  Info
545 14111585 1a.8.1.18 18.8.1.108 ERES 298 A5 -REQ
547 14.113279 la.a.1.1aa l1@.8a.1.1@ ERES 2¥8 KRE Error: KRESKDC ERR PREAUTH _REQUIRED
554 14.114452 1a.8.1.1@ 18.8.1.108 ERES 7B L5 -REQ
558 14,1159 la.a.1.1aa l1@.8a.1.1@ ERES 358 AL -REP
Sed 14117342 1a.8.1.1@ 18.8.1.108 ERES 1835 Tas-REQ
Se7 14.119312 la.a.1.1aa l1@.8a.1.1@ ERES 343 Ta=-REP
575 14128234 1a.8.1.1@ 18.8.1.108 ERES 1e=8 Tas-REQ
578 14.121a14 la.a.1.1aa l1@.8a.1.1@ ERES 248 Tas-REP
581 14.121332 18a.8.1.1@ 18.8.1.1608 SMEZ 3591 Session Setup Request
585 14.122546 1d.@.1.1aa lg.a.1.1@ SMEZ 315 Session Setup Response
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Kerberos & Wireshark cont.

» Some parts of Kerberos messages are encrypted (with session or long-term keys)

¥ tgs-rep
pvno: 5
msg-type: krb-tgs-rep (13}
crealm: WINATTACKLAE. LOCAL
cname
v ticket _
tkt-vno: 5 _dereshark-Preferences
realm: WINATTACKLAE. LOCAL
Sl “| kerberos
sname KNP . .
¥ enc-part Kpasswd [+*] Reassemble kerberos over TCP messages spanning mulkiple TCP segments
etype: eTYPE-AES256-CTS-HMAC-SHAL-96 (18) Sk [] Try to decrypt Kerberos biobs |
kwno: 3 KRES Kerberos keytab file
b Kyoto Tycoor
c:l'.Eher‘: 161236[31921?9682Cb????db4?386d3635dea'§'33|1 L&G Ba7a | || Browss..
v enc-part LZTP KRES UDP port |53 |
: = - - - - LAPD
E‘I.:J.n'pE. eTYPE-AES256-CT5-HMAC-SHAL-95 (18)  ApDrm KRES TCP port |88 |
cipher: addSbcd892@5ccfcae38Tf7TdabSebddEaREC41Fe3cE Laplink

» Wireshark can decrypt those parts, if the correct keytab file is provided in the configuration

» Edit > Preferences > Protocols > KRB5 > Kerberos keytab file
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Creating Keytab files

» Use ktutil (on Unix) or ktpass (on Windows) to create keytab files for specific users
= Requires the password of the respective accounts and some other details

» The keytab file then contains the long-term key of said user(s)

= You can also create a keytab file for all accounts in a domain

» Tools to create domain-wide keytab files:

» Forest-Trust-Tools by Dirk-Jan Mollema: htips://github.com/dirkjanm/forest-trust-tools

» Samba: https://wiki.samba.org/index.php/Keytab Extraction

- Important: Creating a domain-wide keytab of your productive environment is not a good idea!
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Domain-Wide Keytab File

# samba-tool drs clone-dc-database WINATTACKLAB.LOCAL --targetdir=out --include-
secrets --server=10.0.1.100 -U winattacklab.local/ffast

Password for [WINATTACKLAB.LOCAL\ffast]:

Provision OK for domain DN DC=winattacklab,DC=local

Starting replication

# samba-tool domain exportkeytab domain.keytab --configfile=out/etc/smb.conf
Export complete keytab to domain.keytab

# klist -kte domain.keytab
Keytab name: FILE: domain.keytab

KVNO Timestamp Principal
2 05/17/2022 13:16:54 aalfort@WINATTACKLAB.LOCAL (aes256-cts-hmac-shal-96)
8 05/17/2022 13:16:54 krbtgt@WINATTACKLAR.LOCAL (aesl28-cts-hmac-shal-96)

3 05/17/2022 13:16:54 DC1S@WINATTACKLAB.LOCAL (DEPRECATED:arcfour-hmac)
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Decryption in Wireshark

» Once the domain-wide keytab file is configured in Wireshark, all messages will be decrypted

» Also works for previously recorded messages, unless the password have changed in-between

S

¥ enc-part

EnCERE term key of DC1$ account
v cipher: 161236c3152179382cb7777dbA738603aa5dead331038d11 fae7e2es6554004573 7 catl

Decrypted keytype 18 usage 2 using keytab principal DClEa@NINﬂ.TTﬁCKLﬂ.E.LDCﬂ.Ll ic
% encTicketPart

-4 -- - e . . I T

* gipher: addSbc4R92@SccfcaE3aT7TddbEebddCaAREE4] Fe3c2@ci4a5523ha118160T1912 2B
Was encrypted with session key, <4———— |[Decrypted keytype 18 usage 8 using learnt encTicketPart key in frame 556 (id|=55E
¥ encTasRepPart
W ey

which was exchanged in a previous
message (frame 556 in Wireshark)

Learnt encTG:RepPart key keytype 18 (id=567.2) [(8324alac...) |

/I""J'"'_' ===

Automatically extracted and stored a new
session-key contained in this message
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Protocol Details




Details:
Alice
4

AS-REQ

Request TGT (AS-REQ)

User/ID: alice@foo.local

Pre-auth data*
Requested TGT Lifetime

Authentication Server

A 4

* Current timestamp, encrypted with the user's password (see next slide for details)

m Kerberos Keys

Alice E25AB5810F3. ..
Bob 3232E8458A6. ..
Charlie 71667DA4072. . .

~- -

~

/

Retrieve user ID from message

4
7
e
s
-

Lookup user ID in KDC ---~
Retrieve

Verify pre-authentication
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Ke rberos P re 'AUthe ntl Catio n User/Client Authentication Server

&
» To request a TGT, users must be authenticated ‘J @

= This is called Kerberos Pre-Authentication

» Process: —— Request TGT (AS-REQ) ——|

= Client encrypts a timestamp with the user’s secret key T

» The encrypted timestamp is added to the first request (AS-REQ) -
» The KDC can decrypt and verify the timestamp

= This confirms that:
» The user has provided the correct password

» The message is not a replay attack
» Pre-Authentication is enabled by default, but can be disabled manually (for all/specific users)

» Disabling pre-authentication is dangerous and leads to a vulnerability called ASREP-
Roasting!
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Details: AS-REQ in Wireshark

Vv as-req
pvno: S5

|msg-type: krb-as-req (10)'
Vv padata: 2 items

\4

PA-DATA pA-ENC-TIMESTAMP
PA-DATA pA-PAC-REQUEST
Vv req-body

Padding: @

kdc-options: 40810210

v

v cname
name-type: kRBS-NT-PRINCIPAL (1)
v cname-string: 1 item
CHameString: tmassie
realm: WINATTACKLAB.LOCAL

v

v sname
name-type: kRBS-NT-SRY-INST (2)
Vv sname-string: 2 items
SNameString: krbtgt
SNameString: WINATTACKLAB.LOCAL
till: 2057-@9-15 @2:45:05 (UTC)
rtime: 2037-29-13 ©2:48:@5 (UTC)
nonce: 1789796729
etype: 6 items
Vv addresses: 1 item Clientl<2@>
V¥ HostAddress Clientl<2@>
addr-type: nETBIOS (2@)
NetBIOS Mame: Clientl<2@> (Server service)
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AS-REQ message

Pre-auth. Data (encrypted timestamp)

Client name/ID

Requested service, always krbtgt for
AS-REQ




Details: AS-REP Alice

‘l

A

1. Load from
LSASS

2. Decrypt A) with
& retrieve

Keys known to client:

J—

A) Session Key —

B) TGT —

* Derived from the password of the krbtgt account
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Return TGT (AS-REP)

Authentication Server

TGS Name/ID (krbtgt)
Timestamp

Lifetime (same as TGT)
TGS Session Key®

\\‘i Client Secret Key

//rUser/ID

TGS Name/ID (krbtgt)
Timestamp
Authorization Data

Lifetime (same as TGT)
TGS Session KeyJp

\\ji TGS Secret Key*
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Details: AS-REP in Wireshark

o as-rep
pyno: 5
|m5g-type: krb-as-rep (11)
¥ padata: 1 item
PA-DATA pA-ETYPE-INFOZ
crealm: WIMATTACKLAE.LOCAL
¥ cname
name-type: KRBS-NT-PRINCIPAL (1)
¥ cname-string: 1 item

AS-REP message

v

CNameString: tmassie

v [ticket _ _ _ _
tht-vno: § > TGT with encrypted part (includes TGS session key)
realm: WINATTACKLAE. LOCAL

¥ =name

name-type: kRES-NT-5RY-INST (2)
¥ spame-string: 2 items
SNamestring: krbtgt
SNamestring: WINATTACKLAG. LOCAL

¥ lenc-part 1
etype: eTY¥PE-RES256-CT5-HMAC-SHAL-96 (18]
kvno: 2
cipher: Maf7s9fcesbdfesalafdedlegef f7206TH

v

v |enc-part TGS session key (encrypted with client secret key)
etype: eTYPE-AES256-CT5-HMAC-SHAL-96 (18)
kwno: 2

cipher: f3963d9bE27lefd97ea3bb7ob2d727fedleacay

—+
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Details: TGS-REQ  Service | Kerberos Keys |

Ticket Granting ABC/... 71667DA4T24. ..
Alice ‘ XYZ/... 4B8F58C678B. ..
4 123/... 86CE1CC412A. ..

Request ST (TGS-REQ)

v

- \ *

User/ID \ SPNs |

TGS Name/ID E

Timestamp '

Authorization Data o _ o

Lifetime (same as TGT) C) TGT & 1. Verllfy if requested service XYZ is ,”

P TGS Session Key® " req. service registered in KDC g
7 kﬂ NED BEEMEE LEY / 2. Get service secret key el

Requested TGS Lifetime

4. Retrieve

_

D) User 5. Decrypt D) with

\\ User/ID
R Timestamp _
> Authenticator

> a TGS Session Key 6. Validate user authenticator

N
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Details: TGS-REQ in Wireshark

S ===
¥ tgs-reqg
pwno: S5

msg-type: krb-tgs-req (12} »
¥ padatar Z itams
¥ PA-DATA ph-Tas-REQ
¥ padata-type: pA-TES-REQ (1)
v padata-value: GeB25BT30B2058ba0R53020105310302010:a207¢E
¥ ap-req
pvwno: S
msg-type: krb-ap-req (14)
Padding: @
ap-opticns: 2OR2AR3
v ticket >
tkt-vno: 5
realm: WINATTACKLAE.LOCAL
sname
enc-part
¥ authenticator >
etype: eTYPE-AES256-CTS-HMAC -SHAL-96 (18]
cipher: 2Mfelebcchd7adsbdecbec 78d82353d78092E
PA&-DATA pA-PAC-OPTIONS
¥ req-body
Padding: @
kdc-options: 42510222
realm: WINATTACKLAE.LOCAL
¥ sname >

name-type: kRES5-NT-SRYW-INST (2]
¥ spame-string: 2 items
SNameString: MSSQLSwe

SNamestring: wsl.winattacklab.local:1433

=53 n—— A oy = NN
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TGS-REQ message

TGT with enc. TGS session key (from previous step)

User Authenticator (encrypted with TGS session key)

SPN of requested service




Details: TGS-REP

Alice

(.
‘J

A

1. Decrypt E) with

2. Retrieve

Keys known to client:
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E) Session Key —

Return ST (TGS-REP)

J—

F)ST —

Ticket Granting

p

Timestamp

Lifetime
Service Session Key/®

\ﬂ TGS Session Key )

User/ID

Timestamp
Authorization Data
Lifetime of TGS
Service Session Key/D




Details: TGS-REP in Wireshark

¥ tgs-rep
pvno: 5
msg-type: krb-tgs-rep {13j|
crealm: WINATTACKLAE. LOCAL
¥ cname
name-type: kRES-NT-PRINCIPAL (1)
¥ cname-string: 1 item
CHameString: tmassie

v

TGS-REQ message

v ticket » ST with encrypted part (incl. service session key)
thkt-vno: 5
realm: WINATTACKLAE.LOCAL
¥ sname

name-type: KRES-NT-5RY-INST (2]
¥ sname-string: 2 items
SNameString: M55QLSwc
¥ | enc-part
etype: eTYPE-ARCFOUR-HMAC-MDS (23)
kwno: 2
cipher: 2031136753 TE435e5755TacSfASc3bcIa7df4adBent
¥ enc-part > Service session key (encrypted with TGS secret key)
etype: eTYPE-AES256-CT5-HMAC-SHAL-96 (18)
cipher: 296523c59381T452efabRa7ad483b2937591d@61871e3d2de3f

L
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Details: AP-REQ
Alice @
4

Service

Request Service Access (AP-REQ)

User/ID

Timestamp

Authorization Data — G)ST
Lifetime of TGS
Service Session Key y 1. Decrypt G) with service secret key

2. Retrieve

3. Decrypt H) with

\\\ H) User |
. Timestamp — Authenticator 4. Validate user authenticator

) ﬂ Service Session Key

_ 5. (Decide if user is allowed to access)*

* Not actually part of Kerberos
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Details: AP-REQ in Wireshark

AP-REQ is not performed via Kerberos protocol, but
iInstead wrapped into the respective application
protocol




Details: AP-REQ in Wireshark — SMB Example

SMEZ Header
v Session Setup Request (@x@1)
[Preauth Hash: fal7673T38b7423929081d@bcac3758bdas80ldBaflEa20e6306bdded1c2456Tacd424fc7ha ]
¥ Security Bleb: A@82072406052b@RR1RCRSR22052071830620714a050302e06032a804882 71201020206
% @55-API Generic Security Service Application Program Interface
0ID: 1.3.6.1.5.5.2 (SPNEGD - simple Protected Negotiation)
% Simple Protected Negotiation
~ neglTokenInit
mechTypes: 4 items
mechToken: SR8205dEREE9228FA8R6TF120102020100628205c5305205C12003020105512302018:
¥ krbS bloh: G05206d6EE092a86458861 71201020201 0068 200c5303206c1a0B3020105210302010:
KRES OID: 1.2.84@,113554.1.2.2 (KRBS - Kerberos &)
krbS tok id: KRES &P REQ (@x@801)
¥ Kerberos

¥ ap-req
pvno: S
msg-type: krb-ap-req (14) > AP'REQ message
Fadding: @
ap-options: 20002028
= > ST, containing the
tkt-vno: 5 . .
realm: WINATTACKLABR.LOCAL service session key (encrypted)
¥ sname

name-type: kKRBS-NT-SRY-INST (2]
¥ sname-string: 2 items
SNamestring: cifs
sMamestring: fsl
enc-part

v

authenticator
etype: eTYPE-AES256-CT5-HMAC-SHAL-96 (18)
cipher: @2feb937lefelceedtead733d3672415821e@5dbB77a517fSbdemd2 fBcFacE

User authenticator, encrypted with
service session key
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Details: AP-REP
Alice W
4

Service

< Return Authenticator (AP-REP)

J—

_ Service/ID
Service | Timestamp
Authenticator

ﬂ Service Session Key

1. Decrypts authenticator with

—

2. Verify if service ID is correct (the
same as initially requested)

g )

o Both parties:
= are now mutually authenticated

= have knowledge of a common session key
= can start interacting (over a secure channel*)

Keys known to client:

&

* Depends on the protocol
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Details: AP-REP in Wireshark

AP-REP is not performed via Kerberos protocol, but
iInstead wrapped into the respective application
protocol




Details: AP-REP in Wireshark — SMB Example

SMEZ2 Header
% Session Setup Response [@x@1)
[Preauth Hash: fal7673f3807423239@01d@bcac3758bdao8@1d84f16620e53@6bddcdlc 2436 ac.
Structuresize: BxE009
Session Flags: 2x0008
Bleob Offset: 2x000202843

Bleb Length: 185
* Security Blob: 2181bG3081b32@030a0180alebRca92a854852 7120102022281 %81 9ba0E1 5

¥ G55-API Generic Security Service Application Program Interface
v Simple Protected Negotiatien
* neglTokenTarg
negResult: accept-completed (@)
supporteddech: 1.2.840.48218.1.2.2 (M5 KRES - Microsoft kKerberos S5)
responseToken: GE8198Q5Q2923864886T71201020202005T818330581852003228105
¥ krbS bleb: GRR198R6E92a854886T71201020202005T81585305185a0030201052183
KRES OID: 1.2.848.113554.1.2.2 (KRBS - Kerberos &)
krbS tok_id: ERES AP REP [@:x2002)
¥ Kerberos
¥ ap-rep
pyno: 5
msg-type: krb-ap-rep (15) |
¥| enc-part
etype: eTYPE-AES256-CT5-HMAC-SHAL-95 (18)
cipher: 251c3f@faetS85bd3o096102095 45899513 FcRlaf a7,

\4

— 1
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AP-REP message

Service authenticator
(encrypted with service session key)



LK: Long-term key
SK: Session key
| ° foo.local
v o
4

AP
,,,/‘
>

)

48 SK

AS-REQ )
‘ [ Pre-Auth. Data j """"""""""" *l L\ } Verify pre-auth G'
PR G o)
| Generate .
S — [ TGT é@] ....... . | Create TGT
[ o) ,’ « St
Extract ﬁj“’"s’? [ Session Key ﬁ]
TGS-REQ
Create /' SN
authenticator .__- [ TGT ﬁ] _______________ R
Authenticator ] , Verify authenticator Q
TGS-REP Senorat p
P S e O R KN
Extract ﬁ oo | Create ST
SK . [ Session Key p} Mo
Create /" AP-REQ
authenticator “.__ . _
S P ----------- » » ) Extract £
[ Authenticator ] 7N Verify G.
» / .
AP-REP ~::: authenticator
e = ettt et [ — <\ Create
Q [ Authenticator ] > authenticator
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Details — Authorization Data

» Both TGTs and STs contain authorization information about the respective user
» Information is represented in the Privileged Attribute Certificate (PAC)

= The PAC contains:
» User information (name, profile, home directory etc.)
» Account information (bad password count, last logon, last password change etc.)
» Group information (membership of AD groups)

= Services receiving tickets can use the PAC to perform authorization decisions without contacting
the domain controller separately

» The PAC is signed by the KDC
» Services may send the PAC checksum to the KDC for validation (KERB_VERIFY PAC)

» However, PAC validation via KDC is only performed in specific cases™

* https://learn.microsoft.com/en-us/openspecs/windows protocols/ms-apds/0926¢c518-19a2-4981-a1ac-67694f078930
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Details: krbtgt Account

= Built-in account for the KDC service
= |lts key material is used to encrypt TGTs
» Disabled by default, can't be activated

» The account's password is generated
randomly when setting up the domain
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:%Cert Publishers

:%Claneable Doma
52 Denied RODC Pa
:%Dnsﬁ\dmins
:%DnsUpdaterx}f
:%Du:umain Admins
:%Du:umain Comput
:%Du:umain Contrall
:%Du:umain Guests
:%Du:umain Users
:%Enterprise Adrnin
%Enterprise Key Ad
%Enterprise Read-
EEFS'Iadmins
%Group Policy Cre
E.;Guest
2 HR
A

L Key Admins
%krbtgt
5 lab_admin

:% Protected Users
M2 RAS and 145 Seny
:%Read-u:unly Dorma
:%Schema Admins
:%wﬂadmins

Saruribe Groon . Dnmain Lecal
krbtgt Properties ? x
Organization  Published Certfficates Member Of  Password Replication
Dialdn Chject Security Environment Sessions
Remote control ~ Remote Desktop Services Profle  COM+  Attribute Editor
General Address Account Profile Telephones Delegation
; borbt gt
did
First name: || | Inttials: I:l
Last name: | |
Display name: | |
Description: |Ke'_.' Distribution Center Service Account |
Ofice: | |

Telephone number: | | Other...

E-mail: |

Web page: | | Cther. ..
Cancel Apply Help

5 0O F v o F mAE TG0 F  FF D 0 F T F




Details: krbtgt Account Compromise

= Compromising the krbtgt account grants full control over the domain =
= Often, this is done via DCSync, which typically requires domain admin privileges*

= With the account's Kerberos keys, one can craft their own TGTs for whatever service
and user they desire

= This is known as a so-called "Golden Ticket" attack

» Golden Tickets can have arbitrary life-times, granting attackers access over extended time

= Compromising a service account (with an SPN) allows an attacker to forge service tickets for
this specific service only (but as any user)

= This is known as a so-called "Silver Ticket" attack

* Or specifically DS-Replication-Get-Changes and DS-Replication-Get-Changes-All
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Details: krbtgt Account Password Change

» Microsoft recommends changing the krbtgt password regularly (twice a year or more)
» This requires a domain functional level of Windows Server 2008 or greater
» Some specific measures apply when changing the password*

» Also reported by PingCastle:

The account password for the krbtgt account should be rotated twice yearly at a minimum. More frequent password rotations are recommended, with
40 days the current recommendation by ANSSI. Additional rotations based on external events, such as departure of an employee who had privileged
network access, are also strongly recommended.

You can perform this action using this

You can use the version gathered using replication metadata from two reports to guess the frequency of the password change or if the two consecutive
resets has been done. Version starts at 1.

Kerberos password last changed: 2021-12-31 19:00:227 version: 11

* More information: https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-

2012/dn745899(v=ws.11)?redirectedfrom=MSDN#krbtgt-account-maintenance-considerations
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